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CHAPTER I -
INTRODUCTION

The Effect of the Somputer

The role ég the computer in todﬁy's business
organizations is very important and is having a greater
impact than ever before.l Data that are stored using computer
files and are subsequently lost, damaged, or fraudulently
manipulated can have a major effect on a company's survival.?®
Because of the important role that computers perform in
processing data, it is important that proper controls be in
place to monitor the ever-growing utilization and dependence
on computers. In a study conducted by Mautz et.al. [1980,
p.41], respondents stated that electronic data prpces;ing
(EDP) was their "greatest concern from an internal control
point of view."

Within a computerized environment, traditional audit
goals such as safeguarding assets, maintaining data
integrity, effectively achieving organizational goals, and

using resources efficiently must continue to be maintained.

Companies were asked by Aasgaard et.al. [1979] how long
they would be able to operate without the information
processing capabilities of computers. The companies asserted
that without the use cf the computer, about 91% of the
operational activities would cease by the end of the tenth
day (on average).

-

< See Allen [1977].
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In order to achieve these goals, a company must set up

a system of internal controls with regard to the computer
system [Davis (1968), p.106-7]. Important components of
internal control~that should be maintained include ﬁeparation
of functions, delegation of authority and responsibility,
hiring and training of personnel, management supervision, a
system of authorizatioms, comparison of recorded
accountability with assets, and limited access to assets.

In either a computerized or manual environment these controls
wmust exist; however, the implementation of these controls is
different in an automated system as opposed to a manual

system [Weber (1982), p.10].

Ihe Effect of the Computer on the Audit -

 Tasts perféfmed by an external financial auditor?
determine whether or not internal controls are in place and
functioning. Priocr to the introduction of the computer, this
testing was a common and necessary procedure that could be
handled by any experienced external auditor. Research
by &shton {1974], Joyce [1976], Brown [1983],
Gaumnitz et.al. [1982], and Hamilton and Wright [1982]

indicated that external auditors in their judgments of

3 A description of the auditors used in this study is found
in Takle 1.1 cn page S.

(8
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internal control in a manual system were at a moderate to
high level of consensus among themselves.

With the introduction of computer-based accounting
systams, ‘the external auditor must also review the EDP
controls. According to Taylor and Glezen (1985, p.428-9], a
general approach to an evaluation of EDP controls by the

external auditor is as follows:

1. Conduct a preliminary review of the
internal accounting control system.

2. Make an assessment of the EDP controls
cn which some reliance might be placed in
determining the nature, timing, and scope
of related substantive tests.

3. Complete the review process by reviewing,
in detail, those general and application
ccntrols on which the auditor might wish
to realy.

4. Make an assessment (preliminary evaluation)
of the effectiveness of the EDP controls
. that were reviewed; determine the degree
- of reliance, if any, that will be placed
on individual EDP controls.

5. Conduct tests of compliance on the EDP
controls on which some reliance is to be
placed.

6. Make a re-evaluation of the extent of
reliance on the EDP controls that were
compliance tested.

7. Complete the design of the substantive
tests and make the appropriate alterations
to these tests.

As shown in the steps outlined above, auditing "around the

computer" is no longer feasible. The auditor now must
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review computer controls as an integral part of the audit

process. .

The Role :of the EDP Auditor -

With a major part of a company's activitiaes
computerized, external financial auditors may lack the
required skills necessary to continue the EDP audit review
at some point in the process. According to the Statement on
Auditing Standards (SAS) No. 48, the auditor

...should consider whether specialized skills

are needed to consider the effect of computer

processing on the audit, to understand the

flow of transactions, to understand the nature

of internal accounting control procedures, or

to design and perform audit procedures. If

specialized skills are needed, the auditor

should seek the assistance of a professional

possessing such skills...
Those auditors who possess the required skills are known as
EDP auditors (as opposed to financial auditors). These EDP
auditors may work for public accounting firms (i.e.
external) or in the private sector (i.e. internal). A

description of these auditors is found in Table 1.1.

>
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TABLE 1.1
AUDITOR DESCRTDTIONS

External Financial: an auditor working for a public
accounting firm whose primary responsibilities include
the non-computer related aspects of an audit.

|

|

|

|

|

|

|
EDP: an auditor working for a public |
accounting firm whose primary responsibilities include |
the evaluation and testing of controls on a ciient's |
computer system. - These auditors may also be referred |
to as computer audit specialists. {
I

|

I

|

|

I

|

[

|

|

Internal Financial: an auditor working for a
private company whose primary responsibilities include
auditing all aspects of their company's activities
except computer-related areas.

Internal EDP: an auditor working for a private
company whose primary responsibility is to examine,
evaluate, and test their company's EDP systems.

If the EDP system is beyond the expertise of the
external financial auditor, Davis, Adams, and Schaller [1983,
p.9-10] state three possiblie alternatives. First, the
external financial auditor can learn the skills needed to
develcp an expertise in this area. Second, the external
financial auditor may use the expertise of an EDP audit
specialist (external EDP auditor) to assist in the audit.
Third, the external financial auditor can have a management
services computer specialist (another type of external EDP
auditor) assigned to the audit team. If the external

financial auditor lacks the expertise to continue in any part
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of the EDP audit process, he may rely upon the judgment of
the external EDP auditor.

Ihe Roles of the External and Internal Auditor

It ; client~has an internal audit or an EDP audit
department, the external financial auditor may make use of
the work of internal auditors (both f£inancial and
EDP) according to Section 222.10 of the AICPA Professional
Standards. General control #19 in the AICPA gquide The
Auditor's Study and Evaluation of Internal Control in EDP
Systems states that the work of a client’s internali auditors
may be used and general control #20 gives the guidelines to
be followed if the external financial auditor is to rely upon
the work of the internal auditor (financial and EDP).

In a study conducted by Ward and Robertson [1980, p.65],
external and internal auditors were surveyed concerning the
&reas where the external auditor could rely on the internal
auditor's work. In the area of EDP systems,'és% of the
external auditors stated they relied upen the work of
internal auditors. Therefore, it follows that any work done
by the internal auditors in evaluating controls in an EDP

system should bz done under the assumption that their work
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may be used by the external financial auditer. Brown [1984,
p.16] states:

It is crucial for internal auditors to

understand what factors are deemed

; important for reliance by indepandent

auditors for a very basic reason:

internal auditors' perceptions must be

the same perceptions reached by independent

auditors. Only then can strong (and cost-

effective) raliance take place.
Therefore, the work of internal EDP auditors in certain
circumstances nay be an important facet that is relied upon
by the external financial auditor during the process of
evaluating and testing EDP controls.

Berry (1285, p. 57-58)] extends the relationship between
external and internal auditors even further. He reports that
many large companies view their total audit coverage as a
“"single audit" that includes both the internal and external
audit. Under these conditions, this "single audit" should be
executed under the most cost-effective manner. According to
Berry's researclhi, nct only does the external auditor rely on
the work of the internal auditor, but the internal auditor
may also rely on the work of the external auditor to meet
certain internal audit objectives. Furthermore, many audit
committees are asking external auditors "...to demonstrate
that proposed exclusive coverage cannot be performed by the

internal auditors...and, therefore, must be performed by the

external auditor." 1In light of this, it appears the future
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rcle of the external and internal auditor may have many

overlapping teatures.

EDP Audit Controls and Methods

Tha'methods”used in testing the.controls in a computer
system are changing'as rapidly as the field of EDP auditing
itself. Hew techniques are developed and old ones are
eliminated. Watne and Turney [1984, p.121] stated, "There
are dozens of techniques available to the computer auditor.
Selecting a technique appropriate to the task at hand,

however, can be difficult."

In the actual EDP audit of the computer system, there

are many options, methods, and EDP auditing procedures

available. With respect to external financial auditors and

EDP auditing techniques, aAbdel-khalik et.al. [1983] state:

...an informed assessment of the relative

benzfits of various EDP auditing techniques

may be highly important to the planning and

conduct of the external audit examinaticn... (p.216)

...The increasing computerization of

information processing by client organizations
and the additional demands for verification of
internzl contrecl systems are two factors

likely to lead to closer scrutiny of the
relationship between the EDP auditing techniques
employed by internal auditors and the external
audit examination...Furthermore, the impact

of a client's use of these technicues...will
become an increasingly sigrnificant issue. (p.225)
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For the internal EDP auditor, an ongoing audit of
the computer system is vital to ensure a quality system of
inteinal ccntrols. As stated in the Systems Auditability and
Control Study (1977, p.55) conducted.by the Stanford Research
Institute:

Considerable variations exist in the way
internal auditors approach their work,
depending upon exparience levels in both
audit and data processing, and the level
of sophistication of the data processing
environment...Many organizations still
rely on the ingenuity of internal auditors
and the basic discipline inharent in the
general approach tec auditing.

In summary, the importance of EDP audit work is evident.
Since testing procedures are becoming very complex, the
evaluation of computer controls by auditors in a computer-
based accounting system is an issue which should be addressed

by the auditing community.

The Audit Judament

Internal contrel judgments wmade on manual systems were
regarded by Ashton [19%4, p.145] as important because of
their effect on the audit opinion expressed on the financial
statements. Testing the ccntrols of the computer-based
systen by external cr internal EDP auditors may also affect
the audit opinion. This is especially true since there are
no absolute guidelines for all EDP audit situations, and the

judgment cf the auditor therefore plays a key role.
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Ashton [{1974] and Joyce [1976] both discussed the effect
that inconsistent judgments among external financial auditors -
could have on the audit opinion. This current study
investigates whether inconsistent judgyments exist between and
among axternal auditors and internal auditors whose
responsibility sxtaends to the evaluation and testing of
computer controls in an EDP environment. It therefore
follows that a central concern is the extent of agrsament
(consensus) among these groups of auditors in the testing of
computer controls.

The evaluation and testing of computer controls reguires
the use of judgment by the auditor. However, it has been
denonstrated that judgment is difficult to measure im terms
of "good", “accurate?, "correct" etc. A'study conducted by
Ashton [1935] has shown that in certain circumstances, an
appropriate surrogakte to measure judgment may be consensus

(level of ayreement).

Ihe Importance of Consepsus and Consistency

Because it has besen very difficult to give concrete
guidelines in all audit situations, the role of professional
judgment is an important component of the audit process.
This exercisz of professional judgment in turn makes it
difficult to determine whether a "correct" judgment has been
made. Mautz and Sharaf [1961, p.132] in their discussion of

due sudit care, state that "He (the auditor) must exercise as

10

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



sound judgment as wzuld another (auditor) possessed of the
same extent of informstion availakie to him at that time."
Hicks [1974, p.39] agrees with Mautz and Sharaf, but goes one
step further. Not only must the auditor apply the same
judgment, but in the best of all worlds, he should apply the
same auditing procadures as well. Based on the above
statements, agrzement between auditors in this study is
termed consensus, while agreement of one auditor with himself
given the same information at different points in time is
referred as consistency.

Ashton (1985, p.185] empirically tested consensus and
found that to a certain degree, consensus implied accuracy.
Joyce [1976, p.30] sums it up very well in stating:

«++.1f there exists a common core of knowledge
germane to auditing, and if the education,
certification, and training process auditors
undergo are successful in imparting that
knowledge, one would expect to find agreement
among the judgments of different auditors in
the same audit situation.
Although the extent of agreement among auditors has been an
area that has received much attention in accounting research,
the principle subject of the studies has been the external
financial auditer. Only the Davis and Weber study [1983]

used EDP auditors (internal). Table 1.2 summarizes several

of these consensus studies and the levels of consensus found

11
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in each. These studies are discussed in detail in the

literature review chapter.

= TABLE 1.2 -
SUMMARY OF CONSENSUS STUDIES

Researcher Avg. "Level of Consensus"

=

wternal Financial Auditors:

Ashton [1274] .70
Joyce [1976] .373
Gaumnitz et.al. [1982] .704
Hamilton & Wright ([1982) .71
Brown [1983] .70
Ashton & Brown [1980] .86
Bailey (1981} .7468

Internal EDP Auditors:
Davis & Weber ([1983] .145

I
I
|
I
[
I
I
I
{
Trottman et.al. [1983) .56 |
I
I
l
|
I
I
I
I
I
I

The level of consensus among external finanéial auditors
found in these studies ranged from .373 (Jovce) to .és
(Ashton and Brown) and was categorized as '"moderate to high"
levels of consensus by the reéearchers. All of these studies
except for the study by Davis and Weber used external
financial auditors in various audit situations (such as
payroll, accounts receivakble, cash receipts and others)

requiring judgment by the auditor.

[
(3]
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The study by Davis and Weber? used internal EDP auditors
instead of external financial audit&rs. As indicated in
Table 1.2, the level of consensus among these auditors was
much lowar (.145) than the other studies. This comprehensive
study 2xamined the extent of agreement among internal EDP
auditors over various advanced ED? systems. These advanced
systems were defined as online/realtime, database, and
distributed systems. The Davis and Weber study examined the
degree of consensus among these auditors concerning changes
in an organization's data processing environment when it

changed tc one of the more advanced data processing systems.

Purpose of the Studv

Previous studies have examined consensus and consistency.
among external financial zuditors, interral financial
auditors, and interral EDP auditors. However, with the
exception of Bailey [1881], all other studies investigated
consensus using only one particular type of auditor, and only
the Davis and Weber [19823] study involved an EDP environment.
Due to the overlapping nature of the roles of external and

internal auditors, whether they agree with one another in the

4 fThere are several other studies (Stanford Research
Institute ([1977] and Tobkison and Davis [1581]) involving EDP
auditors, but these studies have used survey techniques only.
As cf this date, the study by Davis and Weber appears to ke
the only published study which used EDP auditors and
empirical methods in its analysis.
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evaluation of controls in a computer-based system is an
important aspect which needs to be examined. Therefore, the
purpose cf this study is to investigate the degree of
agreement (both consensus and consistency) among and between
external and internal auditors whose primary responsibility
involves the examination of computer controle in an EDP

environment.

The Research Questions

In order to assess the accuracy and correctness of
the judgment process, the level of agreement between and
among external and internal EDP auditors was examined. The

following research questions were therefore addressed in this
stﬁdy:
What is the level of consistency of external

EDP auditors and internal EDP auditors?

What is the level of consensus of external
‘EDP auditors and iaternal EDP auditors?

Are the levels of consensus different between
these groups of auditors?

What factors affect the level of conéensus
within the groups of auditors?

In order tc examine the research questions, eight hypotheses

were develcped.
Before consensus could be examined, the level of
consistency for the auditors was tested. According to

Einhern [1974], a high level of consistency is a necessary

14
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condition for expert status. If an individual auditor cannot
agree with himself, then agreement with other auditors cannot
be expected either. Therefore, the first hypcthesis tested
was the following: .

Hyy: There is no difference in the level of
consistency of audit judgments between
external and internal EDP auditors.

The second hypothesis examined the degree of consensus
between thesa different groups of auditors. If the roles
overlap and one group may rely on another, then differences
in levels of consensus may hinder cooperative zfforts between
these auditors. The second hypothesis examines the levels of
consensus between these auditors as follows:

ligg: There is no difference in the. level
of consensus of audit judgments between
external and internal EDP auditors.

Previous research suggests that a lack of consensus
among (external) auditors may be caused by several factors.
Experience (Weber [1980]), educational background (Weber
(1982], and management level (Trottman et.al. [19831) have
been cited as possible factors which may cause differences in
levels of consensus. These factors vere tasted in hypotheses
three through five. These hypotheses were examined for

external and internal auditors separately in order to avoid
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any confounding effects the combining of the two groups of
auditors would have on the factors being tested.
Hq3: There is no difference in the level
: of consensus of audit judgments between
experienced and inexperienced auditors.
Hge: There is no difference in the level
of consensus of audit judgments between
accounting educated and data processing
educated auditors.
Heog: There is no difference in the level
of consensus of audit judgments between
auditcrs in dAifferent levels of management.
Consernsus was also examined in specific computer
control areas such as separation of functions controls,
program code change controls, and logical and physical
security access controls. In these areas, the auditors
ranked and weighted individual control questions. Hypotheses

six and seven tested for differences.
Hyg: There is no difference in the rankings
of the computer control questions between
external and internal EDP auditors.
Ho7: There is no difference in the weighting
of the computer ccntrol questions between
external and internal EDP auditors.

The final hypothesis tested the level of consensus for
external auditors in different firms. Whereas Hamilton and
Wright [1982)] found differences among external financial
auditors in different firms, this hypothesis examines whether

the level of consensus among EDP auditors of one Big Eight

16
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firm was different than the level of consensus among EDP
auditors in the other Big Eight firms.
Ho8: There is no difference in the level
. ef consensus of audit judgments between
auditors in different Big Eight firms.

In addition to the above hypotheses, a discriminant
model was developed based upon the variables tested in the
hypotheses. This discriminant model classified auditors into
two groups: thosa auditors with having a low level of
consensus and thosa auditors having a high level ~f

consensus.

. . Inccnsistent judgments (lack of consensus) among
auditors can be costly and in direct opposition to the
training and education practices of several accounting
organizations. Although not tested empirically, the American
Institute of Certified Public Accountants (AICPA), the EDP
Auditors Association (EDPAA), and major accounting firms
are expending resources® to reduce inconsistent judgments

among auditors [See Joyce (1976), p.3.].

5 ror example, the AICPA publishes standards and suggested
audit guidelines to be followed by itz members:; the EDPAA
offers training seminars in varicus computer audit areas; and
the major accounting f£irms are expending funds on in-house
training facilities for their emplovees.

[
~1
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Since the testing of computer controls in an automatsd
system is an important part of the audit process,
identification of a lack of consensus will provide evidence
that the:judgments of auditors may be inconsistent.
Inconsistent auditor judgment can have a detriméntal effect
on the quality of the audit.

For external financial auditors who use the work of
internal EDP auditors to assist in the audit of an EDP
system, results of this study will provide evidence az to the
level of professionalism and competence of the internal EDP
audit field.

The study by Davis and Weber [1983, p.126] suggested
future research to investigate why EDP auditors had a low
level of consensus. The present study examines selected

. factors which may help explain any lack of consensus among

these auditors.

Shapter Summarv

The computer has had a considerable effect on business
cperations, the audit preccess, the develocpment of controls,
and the auvditor. As part of the audit, computer controls
must be evaluated. This evaluation is usually done by an
expert, namely, an EDP auditor. This EDP auditor ray be part
of the external audit team or employed by the client company
as an internal EDP auditcr. Baced on the "single audit®

concept and the tirend toward incrzased use of the work of the

1¢
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internal auditor, similarities of judgments between external
and internal EDP auditors is an important issue which this
study addresses.

Several hypotheses wera formulated as a basis for
testing levels of consistency and consensus between and among
external and internal EDP auditors. In addition, variables
such as experience, educational background, management level,
and firm affiliation were examined as possible factors which
might account for any differences in consensus among these

auditors.

19
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CHAPTER II
LITERATURE REVIEW

Much of the Behavioral research in accounting has been
concerneé with tae judgments of external financial auditors.
These auditors have been asked to evaluate various subsystems
of a basically manual accounting system. There have been
very few empirical studies where external financial auditors
were asked to evaluate a computerized system. However, the
approach taken by several researchers, and the methodology
that has been developed can provide a point of refesrence to
begin examining the extent of agreement among auditoxs
concerning the evaluation of controls in an EDP environment.

This chapter is divided into four sections in order
to review the relevant literature related to this study. The
first secticn discusses the nature of EDP controls, their
developwent and importance, and implications for auditors.
The second section of this chapter discusses the role of
consensus and its relationship to agreement as a surrogate
for "correctness" as found in the literature. The third
section examines some of the contributions made by the
psychology literature to auditing research and its
implicaticns for this study. The fourth section reviews the
auditing literature involving auditor's judgments and the
evaluation of controls in various types of accounting

subsystems.

=0
%
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Ihe Development of EDP Controls-
In 1961, Mautz and Sharaf published The Philosophy of

Auditing. In it they stated

.++.It must he recognized that the evaluation

¢f internal control is at best a difficult

subijective weighing of imponderables...(p.145]
Even without the introducticn of the computer, internal
control evaluaticn was a difficult task. However as the
computer became an integral part of normal business
operations, it became apparent that the auditor needed to
include testing the computer controls as part of tha audit.
With the introduction of the computer, some of the controls
normally used for reliance purposes have ceased or changed.
The first attempt at examining these controls and current
practices and procedures was made by the AICPA in 196s6. bThis
task force attempted:

1. To guide CPA's in auditing business enterprises

which uses computers for record keeping.

2. Tc provide a starting pcint for building a

consensus of expert opinion on auditing practices

for examining such companies.

3. To suggest the utility and applicability of

different auditing metheds where experience is

still lacking.

4. Tc provide source materials for training and
informatizsnal purposes.
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This study, however, did not establish actual auditing
standards; but only represents the views of the committee
members' expefienced judgments.

In 1974 the-AICPA issued Statement on AHdising’Esgngazgi
No, 3: The Effects of EDP on the Auditor's Studv and
Evaluztion of Intesrnal contral. This standard "...describes
the effects of EDP on the essential characteristics of
accounting control." [p.4] In addition, this statement
requires the auditor to "...understand the entire system
sufficiently to erable him to identify and evaluate its
essential accounting controls features" [p.2]. This may be a
difficult task in light of the‘advanced EDP systems of today.

In 1977 the AICPA issued the 2udit and Aggggp;ing
Gujde: The Auditor's Study and Evaluation of Internal Control
in EDP Systems which should be interpreted only as
recommanided procedurses that may be used by auditors in the
evaluation of computer conérols. Even though this gquide
gives insight into what controls the auditor needs to be
avare of, the evaluation of these controls often is up to the
auditor‘'s judgment since there are "...no existing standards
for the specific combination of controls that a client should
utilize in a given system."{p.2] For advanced systems, just
as in the 1966 AICPA study, this guide foregoes making any

tatement about accounting centrols because "...considerably
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more experience ... will be required before a consensus about
accounting controls develops."(p.3]

In 1984 the AICPA released SAS No. 48 The Effects of
computer:Processing on the Examination of Financial
Statements. This statement superseded SAS No. 3. It is
important to note that this statement 2g9ain emphasizes that
the auditor needs to understand the accounting controls in a
computerized environment. It states, however, that when the
auditor recognizes that specialized skills may be needed to
do this, he wmay call upon a qualified professional for
assistance. This raises several questions which have not
been answevred by the statement and still remain unanswered.
At what level of complexity in an EDP ernvironment doés the
auditor call upon an EDP specialist? Has the level of
zomnuter complexity reached such a point that the auditor is
now totally dependent upon computer specialists? As stated
by the EDP Task Force in 1966, until "...a consensus of
expert opinicn on auditing practices..." is reached, these

questicns will remain unanswered.

The Role of Consensus

Based upon the accounting literature, it is evident that
there is zn abgence of an sbjecﬁiVe external criterion with
which to measure judgment accuracy. This is particularly
true in the field of audit judgment research. One of the

goals of this type ~f research is to improve the decision.

23
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However, a problem arises: What measurement scale will
"improvement of the decision" be measured against? The
answer to this by accounting researchers has been to offer a
surrogate for the objective criterion - consensus as a
substitute for accufacy (and the measurement scale). A
racent study by 2shton [1985] empirically examined the role

of consensus as a surrogate for accuracy.

Ashton, A.H.

In her study titled "Does Consensus Imply Accuracy in
Accounting Studies of Decision Making?", Ashton examined the
relationship between consensus and accuracy in two areas.

The first area was a managerial task and the second area was
in the audit field.' The basis for this study was that if a
relationship could be found between consensus and accuracy in
a setting where objective external criteria are available,
then this relationship should also exist in areas where there
are no objective criteria.

The first part of the experiment involved thirteen
business executives who made forty-two predictions of a
budgeting task based on five cues. In this part, accuracy
was measured against actual results.

The second part of the experiment involved twenty-seven
audit partners. The partners were asked to predict whether
any of forty firms prasented to them would have going concern

problems within cne year. The auditors made their
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predictions. based on five financial ratios. The auditors
then indic;tsd their decision on a six point scala.

Results from the first part of the experiment using a
Pearson (Spearman) correlation coefficient ranged from .954 -
to .009 for pairwise consensus with the average being .765.
This indicates a strong relationship between accuracy and
consensus. In addition, pairwise comparisons were measured
in absclute terms with the average correslation coefficient
measuring .638 which again strongly supports the first
measurement. Jimilar statistical analysis was applied to the
second task, with tha2 Pearson (Spearman) correlation

- coefficient measuring .625. 1In the final analysis, although
Ashton suggests further study, the results indicate that to a

certain degree consensus implies accuracy.

Bsychology Literature

Previous research in psychology has been used
extensively by accounting and auditing researchers. Since in
previous studies as well as this studf the auditor is viewed
as an expert in his field, litarature in the area of expert
judyment is relevant. In particular, research by Einhorn has
made a great coantribution to this area and, as it affects

this study, is discussed.

({S]
(3}
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Einhorn

Einhorn [1974] examined the requirements for "expert"
judgment. He states that in situations where it is difficult
to measure the accuracy of judgments, certain surrogate
criteria should ke used. According to Eintorn, there are
three necessary (but not sufficient) conditions in the
evaluaticn of expert judgment.

Tirst, experts should agree on the clustering of
variables when identifying and organizing cues. In other
words, agreement on the clustering of variables pertains to
the ability of the expert judges tc extract relevant
information from a backgrcund of noise. -

Second, there should be high intrajudge reliability in
repeatad judgments of thée same cues. Intrajudgs reliability,
otherwise known as consistency, is ecrucial. "It should be
cbvious that unless the expert can reproduce his measurement
of the cues, there is little more that can be said in
defense of his expértise."

Third, expert judges should weight and combine
information in a similar manner. In other words, there
should be agresment (consensus) among expert judges. This
consansus can be examined in two ways: agreement "in fact"
and agreement "in principle". Agreement "in fact" refers to
the degree or agr=esment of the final evaluation no matter how

the evaluation was arrived at. JAgreement "in principle"®
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refers to the degree of agreement <f how (i.e. the weighting
and combining cf cues) the final judgment was formed.

congensug Stydies Involving Auditors
American'Institugé of Accountants

The Committee on Auditing Procedure of the American
Institute of Acccuntants [1955] examined the degree of
agreement among eight auditors. Given the same case
material, the auditors were asked to devise summary audit
pregrams. Due to the fact that no statistics were used in
this study and the small sample size, no empirical results
were given. However, the Committee did note that substantial

inter-auditor differences (in the audit programs) existed.

Aly and Duboff

Aly and Duboff [1971] examined how auditors would
respond to statistical versus judgmental sampling of
accounts receivable confirmations in a retail environment.
Each of the 158 auditors sampled received a mailad
questionnaire with identical case descriptions of an actual
industrial supplier retail store. The auditors were asked teo
decide which type and extent of accounts receivable
confirmations would be appropriate.

The results showed a wide range of opinion as to the

extent of requisite accounts receivable confirmations
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(from 10% to 100%). Based upon these results, a lack of

agreenent among the auditors was evident.

Corless

COriess [15;2] investigatad whether the auditor could
reconcile "his belief" of what the audit sample should be to
the statistical evaluation of what the audit sample should
be. The subjects were 83 certified public accountants with
practical audit experience. The subjects were given a case
with a set of questions about the payroll error rate. After
answering these questicns, they were given another case and
asked for their revised probability estimates.

In his conclusions, Corless expected “"considerable
similarity" because all auditors were given the same facts.
However, he reports a "...considerable variability...by

different z2uditors for each case."

Ashton, R.

Ashton [1974] was one of the first researchers to
investigate the judgment processes of auditors and report a
moderate to high level of consensus. Ashton based his study
on the idea that judgment is tha most important factor in an
audit, yet no one has specifically determined how to apply
judgment in the audit process. ‘

In order to analyze the judgment process, Ashton set up

an experiment involving sixty-three auditors. These auditors
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were asked to judge the strength of the internal control in a
payroll subsystem. This judgment was based on six
pre-answered questions (cues) on an internal control
questionnaire. . Thirty-two different cowbinations of "yes"
and "no" answers for these six questions were chosen
according to a one~half fractional replication of a 26
factorial design. The thirty-two combinations of "yes" and
"no" answers on the internal control questionnaire
represented the thirty-two differant cases.

Each case was analyzed for consensus (across all
auditors) and consistency (among individual auditors).
Correlation statistics and analysis of variance were used to
analyze the data. Cornsensus across 2uditors averaged .70
while consistency among auditors averaged .81. In the final
analysis, Ashton classified this as a fairly high level of

consensus and consistency.

Jcyce

Joyce [1976] examined the judgment processes of
auditors. Like Ashton, Joyce argued that precise guidelines
do not exist for information collection and evaluation,
therefcore judgment is extremely important. In addition,
Joyce suggested that audit firms and the AICPA do things that
are consistent with the hypothesis that individual
differences are costly. Based upon this, Joyce concentrated

upon individual differences and predicted that factors

58}
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leading to variances among auditors are more powerful than
these which tend to reduce such variances.

Joyce's research involved thirty-five auditors who
formulated a summary audit program for an accounts receivable
subsystem over sixteen different cases in one experiment and
thirty-two different cases in a seccnd experiment.  The
differences in auditors’ judgments were examined;using
corraslational statistics.

The results showed a much lower level of consensus than
Ashton's work. The inter-rater reliability (level of
consensus; was found to be .373. The level of consistency
among auditors (test-retest or intra-rater reliability) was
.853. Although the results are consistent with Joyce's
predictions, limitations such as a small, non-random sample,
lack of contrel cof the task administration, and lack of
generalizability to other audit situations may hinder

interpretation of the results.

Weber

Weber (1978] analyzed the judgment process of
independent auditcrs in assessing the cverall reliability of
internal control involving an inventory system. One of the
main issues addressed by Weker was whether there was
consensus amcng auditors concerning the impact of internal
centrol weaknesses on the amount of dollar error the system

could produce. This was important because "If auditors were
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not in agreement at this stage, lack of consensus at later
stages in the auditor decision process will magnify the lack
of cénsensus during this first stage..." [».371]. 1In
addition; Weber tested to see if three variébles - dogmatism,
risk-taking propensity, and experience (all three of which
ware found to be important in the psychology literature) are
Eactors to be accounted for in an audit context.

The subjects in this study were practicing auditors from
several Big Eight accounting firms. Each auditor was given a
case study involving the invantory section of an audit which
had been partially completed. The subjects then had to
estimate the decllar error in inventories, assess the
sensitivity of the dollar error to interqal control
weaknesses, and estimate.the number of man-hours required to
substantiate inventories. The subjects were divided into two
. groups. The first group was the control group, and the

second group used a simulation decision aid to assist in the
decision process.

The result of the hypothesis involving consensus among
the auditors conczrning the sensitivity of the dollar error
using the mean paired correlation coefficient measured .379.
Although Weber had succeeded in simulating a real werld
scenario in his experiment; it appears the task complexity
may have impaired the results at the cost ¢f being too

realistic. Weber, however, suggests that this low consensus
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may be due to a lack of proper training in systems concepts
for auditors in the decision process iavelving internal

control strengths and waaknesses.

v -

Reckers and Taylor

Reckers and Taylor [1979] based their study on the basis
that

..+.while technical competence is a necessary
component of an effective audit, it does not
ensure sound professional judgment...The degree or
extent of substantiva testing of transactions or
balances is not an independent decision ... it is
a direct ccnsequence of the auditor's evaluation of
internal control..." [p.44].

The experiment in this study used an extension of the
payroll instrument first used by Ashton.. However, instead of
the six cues which Ashton had used, Reckers and Taylor
obtained a more comprehensive payroll questionnaire from a
large accounting f£irm. Five cases of varying combinations of
"yes" and '"no" answers to simulate neither extremely poor nor
extremely good internal control were developed. The
volunteer sukj2cts were thirty practicing auditors from large
firms. Each auditor evaluated all five cases.

The results of this experiment for inter-auditor
consensus using an average inter-rater correlation was .1554.
The authors interpreted this level as very poor in light of

the task being common to the audit practice. 1In addition,

Reckers and Taylor examined various levels of experience to

32

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



see if greater experience yielded a higher degree of
consensus. For those auditors with less than seven and one-
half vears of experience, the inter-auditor rating was
slightly:lower than the overall group rating at .135. For --
auditors with experience greater than seven and one-half
years, the average inter-ratser correlation was somewhat
higher at .3570. Given these reéults, Reckers and Taylor
concluded that Ashton's findings must be the exception and
sided with those researzchers who had found a low level of
consensus. They stated that their study is only another
piece of rasearch showing that significant differences do

exist in critical judgment areas of auditors.

Ashton, R. and Brown

Ashton and Brown [1980] repiicated several other
previous studies involving auditor judgment. However,
instead of six cuess, two additional cues weras added from
which auditors were to evaluate internal control. 1In
addition, the cue order was changed, and more interactions
were allowed.

Thirty-one auditors evaluated 128 different cases and

thirty-twe repeat cases of a payroll subsystem. The auditors

6 The term "cuz" as used in this study represents a
particular question that was answered cn the internal
control questionnaire.
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were also asked to weigh the importance of the eight cues by
distributing 100 points across them. Results from the
correlation statistics indicated a mean level of consensus
of .67 and a mean level of consistency of .86. -
Ashton and Brown alsc tested for differences based upon
levels of experience and found no significant differences.
However, they did find that consistency of judgment and level

of consensus increase with the level of experience.

Bailey

Bailey ([193l] in his dissertation investigated the
differences between external auditors' and internal auditors'
evaluations of internal controls in a manual accounting
system. An important assumption which provided the basis for
his studf was that in the "preliminary evaluation" of
internal accounting controls, bcth external and.internal
auditors would find a common ground on which any differences
between the groups could be further analyzed.

The experiment involved ﬁailing out a questionnaire to
samples of auditors taken from the membership lists of the
AICPA znd the Institute of Internal Auditors (IIA). Twelve
pre~answvered "yes" and “no" guestions on an internal control
questionnaire were varied to produce eight different cases of
internal control involving a cash receipts subsystem. The
sample of auditors was divided into 2ight groups. Each

auditor in each grcup answered only one of the eight cases.
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Consensus was primarily analyzed using analysis of
variance techniques. The results indicated there were
significant differences in the mean evaluations of the audit
judgments by the external auditors and the mean evaluations
of the audit judgments by the internal auditors. However,
based upon the actual ratings of how importart each of the
twelve questions on the internal control questionnaire was, a
high level of consensus (.7468) was fourd among the groups as
measured by the Pearson Product Moment correlation

coefficient.

Gaumnitz, Nunamaker, Surdick, and Thomas

Gaumnitz, Nunamaker, Surdick, and Thomas [1982]
-’
extended the internal control evaluation by an additionral

.

step. In actual practice, after the evaluaticn of internal
control is maée, the anount of substantive testing is then
deternined. 1In Gaﬁmnitz et.al.'s study. the level of
consensus was examined in tweo respects: first, in the actual
internal control judgment and second, the amount of
substantive testing that followed. (The amount of
sukstantive testing was based on each auditer's initial
internal control judgment.)

Thirty-five auditors evaluated twenty audit situations.
Statistical analysis revealed the level of consensus in the
evaluation of invernal ccntrol to be .704. The level of

consensis for the next nhase (i.e. determining the audit
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hours of testing required) was lower at .617. Intra=-auditor

consensas (consistency) was .825 which was much higher than

any previous studies.

Hamilton and Wright

Hamilton and Wright [1982] expanded upon several other
studies of consensus and specifically concentrated on the
relationship between judgment consensus and the level of
experience. A major éssumption of their study was that
expert judgment iz a function of experience. In addition,
Hamiltcn and Wright examined whether the accounting firm that
employed an auditcr made any difference in judgment.

The experiment involved seventy-eight auditors and two
groups of auditing students. All three groups evaluated '
thirty-two different cases. The results of this experiment
were in conflict with those of previous studies. Less
experienced auditors were found to hﬁve a slightly higher
lavel of consensus than experienced auditecrs (.73 versus
.71). In addition, Hamilton and Wright found highly

significant differences among auditors in different firms.

Abdel-khalik, Siowball, and Wragge

' Abdel-khalik, Snowball, and Wragge [1283] investigated
the levzl of consensus among external auditors concerning
their judgments in planning audit programs. This study used

thirty-two different cases representing all possible
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combinations of five internal audit variables which were
answered by fifty-nine respcndents. The results of this
study indicated a low level of consensus (.32) pertaining to
the auditors' judgments cf reliance on internal control.

In addition, the auditors also judged in importancs
several EDP auditing techniques. The auditors evaluated each
of the EDP audit ‘techniques (test deck, integrated test
facility, generalized audit software) in this study to ke
eyual in importance. The critaria for choosing the
techniques were that they had to ba common in use and readily
identified by a general staff auditor. This criteria may
have influencad the results of this study where the EDP

auditing techniques were concerned.

Brown

Brown [1983] also investigated the level of consensus
and hov it is affected by experience. However, instead of
using an accowiting subsystem, Brown had auditors evaluate
internal audit functions based on the premise that external
auditors utilizing the werk of internal auditors can offer
cost savings to the client.

This research involved 101 auditors who evaluated forty-
eight different cases. Statistical tests showed the averacge
level of consensus was .72, and the level of consistency was
.79. Similar to the findings of Hamilton and Wright [1982],

Brown also found that those auditors with less experience had
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a slightly Ligher level of consensus than those auditors with

more experience (.72 versus .70).

- Davis and Weber

-

Davis and Weber [1983] studie& éne control and audit of
advanced EDP systems. When an organization changes from an
existing data processing system to a more advanced systenm,
tw& areas must be addressed by the auditor. ?hese areas are
control changes and changes in evidence collection and
evaluation. These arzas were examined by Davis and Weber
when changes were made to three types of advanced EDP
systems = online/realtime, database, and distributed systems.

Because of the technical nature of the study, the
researchers chcse internal EDP auditors over external EDP
auditors. For each type of advanced system, ten responses
were obtained from the auditors in the types of control
changes and changes-in evidence collaction and evaluation.
Correlational statistics showed very low levels of consensus
for the auditors over all three areas of advanced systens
compared to previous consensus studies. The online/realtime
systam showed a level of consensus over general audit
concerns to ka2 .239. The lavel cf consensus for the database
management system was lower at .104, and the distributed
system was even lower at .092. Based upon the low levels of
consensus among the auditors, two possible conclusions were

reached by the researchears: either (1) there were problems
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in the methodology or (2) there were genuine differences

anong the auditors.

Trottman, Yetton, and Zimmer

Trottman, Yetten, and Zimmer [i§83] investigated
whether group evaluations of internal controls were more
&l-wtive than individual judgments. Trottman et.al. based
their recearch on the pramise that in actual practice
internal controls were evaluated by groups rather than by
individuals.

The participents in this study were students in an
advanced auditing course. The students first individually
evaluated the degree of internal control in thirty-twvo
different cases of a payroll subsystem. After this, they
were dividad into two and three-person groups and made the
same evaluations again.

The findings showed that the level of consensus found
among the three-person groups was higher than two-person
groups wnich in turn was higher than individual consensus
(.79, .69, .56 respectively). However, these findings must
be interprsted in light of the fact that students were v-ed
as subjects with each student's opinion carrying equal
weight. In actuai practice, a senior auditecr's opinion would

carry more weight than a junior auditecr's opinion.
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Chapter Summary

The development and evaluation of contrcls "is at best a
difficult subjective weighing of imponderables" (Mautz and
Sharaf [1961]). The AICPA [1977] reccmmended certain audit
proceduras, but the evaluation of EDP controls is still based
primarily on the a2uditor's judgment.

In areas where there is no aobjective criteria with which
to measure accuracy or correctness, consensus according to a
study by A.H. Ashton [1985] implies accuracy. Several
psychological studies by Einhorn support Ashton's results.
Einhorn [1274] states that experts should agree with
themselves over time (consistency) as well as with other
experts (consensus). The implications of Einhorn's studies

% are that experts tend to converge (agree) towards a solution
. in areas uliere there is no objective answer.

A review of the studies concerning consensus among
auditors shows a wide range of results. Ashton and Brown
(1980] found the highest level of consensus among external
financial auditors to be .86, while Joyce [1976] found
auditocrs had a consensus level of only .373. These studies
used a manual accounting environment (i.e. accounts
receivakle and payroll) where the audit tasks were
structurad. In an advanced EDP environment and using
internal EDP auditcrs, consensus levels were even lower

(.145) according to Davis and Weber [1983].
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CHAPTER III
METHODOLOGY

The purpose of this study is to determine whether
differences exist in the levels of consistency and consensus
between and among external and internal EDP auditors.

Through the use of a survey instrument, auditors were asked
to make judgments as to the strength of certain EDP auditing
controls in a computer-based accounting system. BSased upon
these judgments, the levels of consistency and consensus are
tested. Consistency is defined as the degree of agreement an
auditor has with himself over a period of time on the same
subject and consensus is defined as the degree of agreement
among auditors over the same subject.

This study extends the work of previous researchers by
examininq the responses of botn external and internal
auditors. Previous research concentrated on the judgments of
external financial auditors. Only a few included intérnal
financial auditors, and even fewer used any type of (external
oc¢ internal) EDP auditor. This present study examines
differences between external and internal EDP auditors in

their evaluation of controls in an EDP audit environment.

Sample
Initial erforts were made to randomly select external

auditors from the American Institute of Certified Public
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Accounitants (AICPA) membership directory. Internal auditors
ware also raﬁdomly sampled from the membership list of the
EDP Auditors Association (EDPAA).

The response rate from the external auditors was very
poor (2.2%). Due to the nature of this study, this small
response was not unexpected. Because such a small response
may not be representative of the group of external auditors,
this sample and the internal auditor sample were abandoned.
At the cost of giving up randomness, the Big Eight firms were
contacted and asked to supply external auditors for this
study. The limitations of this are discussed in a later
section. 1In addition, the EDP Auditors Association also
supplied a new sample of internal auditors.

For the sampie of external audit experts, a letter was
sent to all the Big Eight firms' national headquarters
requesting their assistance in supplying about ten of their
EDP auditors (computer audit specialists) to complete the
instrument. Follow-up letters were sent several weeks later
to those firms that had not initially responded.’ When a
firm agreed to participate in this study®, the survey

instruments were mailed to the auditcr in charge who then

7 copies of all initial and follow-up letters are contained
in Appendix B.

8 In crder to encourage participation, the firms were told
they would not be individually identified by name.
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passed out the instrument to auditors selected to
participate. Some firms gathered all the responses and
mailed them back together. Other firms had the respondents
individually mail bhack their responses.

To secure the sample of internal audit experts, a letter
was sent to the EDP Auditors Association requesting
permission to use its membership directory. Since this
association contains many types of auditors, certain
restrictions were placed on the sample gathering procedures.
First, these auditors had to be internal EDP and work for a
Fortune 500 company. One hundred auditors were randomly
selected by the EDP Auditor's Association and letters were
sent to these auditors requesting that they participate in
this study. Follow-up letters were sent a few weeks later.

A cutoff-point from the initial mailout of the survey
instrument to both groups of auditors was set at about six
weeks. Any survey instrument that was not returned by this

time was not statistically tested.

Survey Instrument

The survey instruments® were mailed to participating
Big Eight firms and individual internal EDP auditors. The
instrument contained an explanation of the study, detailed

instructions of how to respond, a place for the respondent to

9 a copy of the instrument is contained in Appendix A.
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request results of this study, demographic questions, and EDP
audit cases to be evaluated.

The demographic information requested from the auditors
included internal or external classification, years.
experience in financial and EDP auditing, position level in
the company, number of coursework hours taken in accocunting
and data processing subjects, and number c¢f hours taken in
CPE courses covering EDP auditing topics. Auditor rasponses
to each of these questions formed the basis to classify the
respondents for the testing of the hypotheses. A

All auditors were asked to respond to seveni® different
cases that contained a pre-answered EDP audit checklist. The
checklist covered three areas that are commonly rgviewed

. during an audit of a computer-based accounting system. These
areas were separaticn of functions, program code change
controls, and logical and physical security access
controls.ll Each of these areas contained a list of control
questions which were already checked as "yes" (in place) or

10 Initially, problems arose as to how many cases would be
appropriate for this study. The practical constraints were
that too many cases would be detrimental to a good response
rate, while too few cases would adversely affect validity of
the test-retest (consistency) of the respondents. Based on
this, it was decided that seven cases would be adequate for
this study.

11 fThese three areas were decided upon after much discussion
with several practicing ECP auditors and field testing as to
what should be included in the instrument.

44

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



"no" (not in place). The questions answered under each of
the three control areas are shown in Table 3.1.
Each control area had a six point Likert scale on which
the respondent evaluated the strengtn of cdmputer controls
vbased on various combinations of the controls in place and
not in place. The erds of the scale were labeled as
"extremely weak" to "adequate to strong".l2 In addition, the
auditcrs evaluated the overall adequacy of the contrels in
each of the seven cases.

To assist in insuring validity in the test-retest parts
of the instrument, all control questions within each control
area were randomized. In addition, the order in which the
control area appeared within each case was randomized.

Finally, all auditors ranked and weighted each of the
control questions based on perceived importance. The
control questions were ranked within each area using the
numbers one through six where one was considered most
important and six was considered least important. The
auditors then indicated the relative importance of the
controls in each area by allocating a total of one hundred
points among the six controls in each area.

12 similar type of Likert scale was used by Ashton [1974],
Hamilton and Wright [1982], and Ashton and Brown [1980] in
their research. Not only does the scale appear appropriate
for this research, but use of the same scale will allow for
some comparisons amcng the results of these studies.
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TABLE 3.1
COMPUTER CONTROL QUESTIONS

Separation of Functiong

1. 1Is there an adequate separation of operators,
programmers, and systems analysts' duties within the
data processing department?

2. Is there a regular internal audit of the data
processing department? i

3. Does the data processing department have
authority to initiate changes on the master files?

4. Does the user review master file changes?

5. Is there a separate access control and security
function?

6. Is there a separate librarian function whose
charge is custody of files, programs, and documentation?

1. Dces the data processing librarian keep a
record of all data files used?

2. Is there a periodic inventory cf program
libraries and data files?

3. Is the physical access to computer facilities
rastricted?

4. Are security codes for logical access to data
controlled?

5. Is library control software used to control
programs in source and object code, and control test and
production versicns?

6. Do excessive logical access violations cause users

to be disconnected which then require supervisor approval
to reconnect?

Brogram Changes

1. Are program changes approved before being made?

2. Are program changes reviewed by the user?

3. Are operations personnel authorized to make
application program changes?

4. Are program changes tested befcre being used?

5. Is the documentation of the maintenance of
applications adequatea?

6. Is a library control software package used to
control source versions and object programs? .

e e e et —— — — ——— — — — — — —— _—— S—— —— — — —— ————————— — — — — — — T—_ _—— —— — —— —— — —— —
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Eield Testing and Validation of Survey Instrument

The céhstruction of the survey instrument began with
many discussions with individuals who are experts in the EDP
audit field. These experts came from the oil and gas
irndustry, banking, and public accountiﬁg. The instrument was
field tested with three local groups cf EDP Auditors
Association members. - After each field test, revisions were
made as suggested by those auditors answering the instrument.
A final copy of the instrument was sent to the EDP Auditors
Association regional vice-president and research committee

for their review before mailing.

Factor Analysis

Factor analysis was used to validate the survey
instrument. The éheoretical basis for using factor analysis
is to identify some underlying factors which are responsible
for the covariation among the observed variables. These ‘
variables were the responses of the auditors to the three
control areas and the overall evaluation within each of the
seven cases in the survey instrument.

Using the auditors' responses to each of the questions,
"R" factor analysis was applied to a correlation matrix of
the respcnses using a common factor model. The common factor
model was chosen over the principal components model because

of the unknown amount of error variance that had to be

eliminated.
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Uncorrelated factors were not assumed in this study
because many EDP controls tend to overlap and are analyzed in
the light of how other controls are implemented. Therefore,
an oblique solution was usaﬁ to rotate the factor axes. The
VARIMAX method of rotation in the Statistical Analysis System
accomplished the ocblique rotation.

Next, a scr=e plot was used to identify the appropriate
number of factors to be extracted. After the factors were
extracted, . the loadings under each of the factors were

examined and labels were given to the factors.

The first hypothesis examines the consistency of

external and internal auditors' judgments. The second

- hypothesis investigatas whether consensus (i.e. agreement)
levels between external and internal auditors' judgments
differ. The third through the fifth hypotheses test whether
type of experience, educational background or management
level contribute to consensus amonyg external auditors and
internal auditors. Hypotheses six and seven examine whether
differences exist between external and internal auditors in
the ranking and perceived importance of individual controls.
Hypcthesis eight tests for differences in consensus levelé

between auditors in different Big Eight firms.
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Following the hypotheses is the discriminant model which
is used to classify auditors with a low level of consensus

from those auditors with a high level of consensus.

Hypothesis 1:
Hg: There is no difference in the level
of consistency of audit judgments between
external and internal EDP auditors.
Hy: There is a difference in the level
of consistency of audit judgments between
external and internal EDP auditors.
Examination of this first hypothesis is very important
to this study for several reasons. First, one of the
criteria raquired for expert status is that an individual
have high intra-judgmental consistency (Einhorn [1974,
p.563]1). 1In cther words, if an individual in evaluating a
particular case (test) is later evaluating the same case (re-
test), the evaluaticns should be consistent. Those
individuals who lack this characteristic do not qualify
as experts. ©Second, tests on this hypothesis may identify
outliers (as derfined later in this section). These outliers
were removed from the data and not used in any further
testing. Third, consistency represents the upperbounds of
consensus according to Einhorn [1974, p.564]. If consistency
is low, consensus will be as low or lower. Therefore, a low

level of consistency for either group of auditors would
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negate the need to test for levels of consensus between the
external and internal auditors.

Consistency was determined by the test-retest method.
Each case in the survey instrument contained three control
areas. These three areas were separation of functions,
program change controls, and physical and logical security
access controls. With seven separate cases, there were a
total of twenty-one sections which were evaluated by the
respondents. Eighteen sections were original "test"
sections, and the other three sections were repeated as
"retest" sections. These "retest" sections (one for each of
the contrecl areas) were randomly placed in the survey
instrument.

In order to determine a level of consistency, the
Pearson Prcduct Moment Correlation (r) was computed. The
following formula was used:

_ n (ZXY)-(XX) (EY)
T ED) - &N mE ) -(En2)) /2 o

evaluations on the "test" sections

where: X

Y

evaluations on the "retest" sections

The r statistic for the test-retest sections in each
contrcl area was calculated and an average for the three
sections was calculated. Thies was the mean corralation

coefficient that measured the level of consistency for each
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of the individual auditors. A mean correlation coefficient
was then calculated for all respondents. Next, each
individual was then classified as an external or internal
auditor;'and a mean correlation coefficient was calculated
for each group. These mean correlation coefficients were
used as a standard to compare how individuals perform
relative to their group average and to the entire sample's
average.

The first hypothesis was examined statistically using a
pooled Student's t-test. While the correlation coefficient
generally measures the degree of association, further
evidence for consistency can be érovided by using a t-test to
see if the means are equal between groups. In order to test
for differences in consistency between groups using the t-

. test, the following working models were used:

u, =uy (2)
where: u, = group mean of the Pearson Correlation
Coefficient of external auditors
u2 = group mean of the Pearson Correlation

Coefficient of internal auditors

After the statistical tests noted above have been
calculated, hypothesis one will be examined using the results
of the Pearson Product Moment Correliation statistic and the

t-test for a difference in means. Rejection of the null
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hypothesis means there is a difference in the level of
consistency between these groups of external and internal
auditors. As stated earlier, if consistency is low,

consensus will be as low or lower which could possibly negate

the need to test consensus.

Hypothesis 2:

Hy: There is no difference in the level
cf consensus of audit judgments between
external and internal EDP auditors.

H,: There is a difference in the level
of consensus of audit judgments between
external and internal EDP auditors.

Since the computer plays an important role in the
generation of financial statements for many businesses,
agreement in the evaluation of computer controls between
the extarnal and internal auditor is very important due to
the interaction of these groups. According to Felix and
Kinney (1982, p.245], the financial statement audit should be
car;ied out using the same process regardless of whether the
auditor is internal, independent (external} or ¢overnmental.

an integral part of the financial statement audit is the

evaluation of computer controls. The evaluation of the
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computer controls based on the auditor's judgment is crucial
to the audit. This decision, according to Weber,
. ..impacts whether the auditor will continue
with the audit, whether the internal control
system can be relied upon, what controls are
critical to the audit and how they should be
tested...and...whether or not the system has
satisfactorily safeguarded assets, maintained
data integrity, and achieved system effectiveness
and efficiency. [1982, p.33]
Identification of any differences in the levels of consensus
between external and internal auditors concerning their
evaluation of computer controls may have a major impact on
future auditing practices.

Consensus (as opposed to consistency's tast-retest
method) in general was measured by computing the association
of one auditor's responses to the questions in all seven
cases to a second auditor's responses to those same
questions. The first auditor's responses were then compared
to a third auditor's responses to the questions. This
procedure was repeated until all auditors' responses had been
paired with all other auditors' responses to all the
questicns.

In this part of the study, consensus was examined in
three ways. Based on the procedure mentioned above, an
overall level of consensus was calculated for each auditor by

comparing responses with all other auditors. A second level

of consensus was calculated for each external auditor by
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comparing only with all other axternal auditors. And third,
a level of consensus was calculated for each internal auditor
based on agreement with all other internal auditors.

This second hypothesis cencerning diffarences in the
levels of consensus among auditors was statistically tested
using the Pearson Product Moment Correlation (r) and a t-test
for a differences in means. The Pearson Prsduct Moment
Correlation (r) was used to calculate a level of consensus
for all auditors combined, for external auditors, and for
internal auditors. The following formula was used:

n (ZXY)=(ZX)(ZY)

r= (3)
([(n(EXx2)-(ZX) 2] [n(Z¥2)-(EY¥)2))1/2

X = evaluation of one auditor for a given question

Y = evaluation of another auditor on the same question

Consensus was next tested using a t-test to see if the
mean levels of consensus between auditors are different. The

following working model was tested:
u =u (4)
where: u;L = mean consensus level of external auditors

u_ = mean consensus level of internal auditors
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After all the statistical tasts were completed,
hypothesis two was examined using the Pearson Product Moment
Correlation r-statistic and the results from the T-tests for
differences in the means. If the null hypothesis is
rajected, this indicates there is a difference in the level

of consensus between external and internal auditors in their

evaluation of computer controals.

Hypothesis 3:

Hy: There is no difference in the level
of consensus between experienced
and inexperienced auditors.

Hay: There is a difference in the level
of consensus between experienced
and in=vperienced auditors.

Previous studies which have examined the relationship
between experience and consensus among external auditors
show conflicting results. Weber [1980] and Libby [1985]
found a positive association between experience and
consensus. However, no positive relationship was found
between experience and consensus by Ashton and Kramer ([1980)
and Hamilton and Wright [1982]. 1In this study, it was
hypothesized that there is a positive relationship between

certain types of experience and consensus. Therefore, the

judgments of the more experienced auditors will tend to have

(Y]
!
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less variability than the judgments of inexperienced
auditors.!3

In this hypothesis, the definition of experience was
refined further. Previous studies defined experience in
auditing as encompassing all types of audit experience. 1In
this study, experience was categorized into two types:

1) financial and/or operational auditing experience and (2)

Lain’S

EDP auditing experience. Previous studies such as Ashton and
Brown [1980] and Hamilton and Wright [1982] have used less
than three years of auditing experience to designate an
"inexperienced" auditor and greater than three years
experience to designate an "experienced" auditor. After a
review of the relevant literature and discussions with
practitioners, it was decided that experience would be best
classified into three levels: (1) low (less than three years
of appropriate experience; (2) medium (at least three years
but no more than ten years'of appropriate experience); and
(3) high (greater than ten years of appropriate experience).
Consensus among the three levels of auditing experience
wvas examined by a two factor analysis of variance (ANOVA)
model. In using any ANOVA model, it is important to test
that the model is appropriate for the application. One of

13 As mentioned in Chapter 1, hypotheses three through five
examined factors only within each of the auditor groups.
Testing the factors across the groups may confound the
results of these hypotheses.
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the assumptions of this model was'normality of the data.

In addition, the residuals (e, ) wers examined for

nonconstancy, nonindependencefjand outliers._ However, sinca}
ANOVA is considered robust, only saricus departures from the
conditions assumed by the model would affect the results
(Neter and Wasserman [1974. pP.501]).

The two factors used in the two-factor ANOVA model were
financial/operational auditing experience and EDP auditing
experience. Neter and Wasserman [1974, p.588] offered the

following strategy for analyzing factor effects in a two-

factor ANOVA model which was used in this study:

1. Examine whether the two factors interact.

2. If they do not, examine the factor effects
separately in terms of the factor level means.

3. If the factors do interact, examine if the
interactions are important or unimportant.

4. If they are unimportant, examine the factor
effects separately.

5. I they are important, determine whether the
interactions can be made unimportant by a
meaningful transformation of scale. If so, make
the transformation and examine the factor effects
separately.

6. For interactions that cannot be made
unimportant, analyze the two factor effects jointly
in terms of the treatment means.

14 gqreatment is defined in this study as each combination of
factor level A (financial/operationai auditing experience)
and factor lavel B (EDPF auditing experience).

()}
~1
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The following working model was used to test for
differences in the level of consensus between experienced and

inexperienced auditors:

model: Y = u,.+ Ai + Bj + (AB)ij +

whare: Y = level of consensus

®i4 (5)

u.. = constant

A, = main effect of financial/cpegﬁtional
1 auditing experience at the i“! level

B, = main effect of EDP %gditing
J exparience at the j*2 level

(AB) ,. = interaction effect of financial/
1J  operational auditing experience and EDP
auditing experience when financial/
operaticnal auditing experience is at
the i*? 1lavel and EDP gﬁditing
experience is at the j level
e,, = arror term
1]
“~Table 3.2 shows the treatment levels for the two

factors.
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- TABLE 3.2
TREATMENT LEVELS FOR FACTORS A AND B

|

|

{

=

| EFagtor A Factor B
| treatment financial/operational EDP

| level experience experience
I - . S O - D G WP b S G5 . . -
| 1l low low

[ 2 low medium
| 3 low high

I 4 medium low

| 5 medium medium
| 3 medium high

| 7 high low

| 8 high medium
| 9 high high

I

If the null hypothesis is rejected, this indicates that
there is a differsnce in the level of consensus between
auditors with different levels of experience. However, this
does not indicate which levels of experience are
significantly different from each other. The Scheffé Method
of Multiple Comparisons15 was used to identify those

treatment levels which were significantly different from the

other treatment levels.

15 scheff& Methed of Multiple Comparisons computes a single
value for each of the treatment levels. The differences in
these values are then compared to determine which treatment
levels are significantly different from each of the other
treatment levels. (See Neter and Wasserman [1974, p. 730])
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Hypothesis 4:

Hg: There is no difference in the level
of consensus of audit judgments between
accounting educated and data processing
educated EDP auditors. ’

Ha: There is a difference in the level
of consensus of audit judgments. between
accounting educated and data processing
educated EDP auditors.

Educational background has been found to cause
differences among auditors' levels of consensus.l® 1In a
study conducted by Campbell and Landry (1985, p.32], EDP
auditors (both external and internal) with different
educational backgrounds (accounting versus data processing)
showed significant differences in their responses to an EDP
auditing survey. (Also see Weber [1982, p.52-53].)

In addition to the basic educational background
(i.e. underyraduate degree), this study examined additional
education cbtained by an auditor. This additional educaticn
includes coursework beyond the undergraduate degree as well
as continuing professional education (CPE) hours in the
ccmputer audit area.

For this hypothesis, the levels of consensus between

auditors with different educational backgrounds were tested

using a three-factor ANOVA design. This design is similar in

16 11 this hypothesis, the external and internal auditors
are tested separately.
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all respects to the two-factor ANOVA model used to examine

the third hypothesis except that one additional factor has

been added.

The following working model was used to test for

differences in the level of consensus between auditors with

different educational
Model:

backgrounds:

(6)

¥=u... + + + .. *
i=u +Ai+Bj+Ckf (AB)ij (AC)ik \BC)jk (ABC)1 e

where: b'4 =
u‘l. =
A. =

1

P

e
-
x

"

w
o
.
~
]

,\
o
&
o
[ add
[
1

o
]

jk ijk
level of consensus

constant

main effect of accounting education
at the ith 1level

main effect of datghprocessing
education at the j level

main effect of cés at the kth 1evel

interaction effect of accounting and
data processing educat%ﬁn when
accounting is at the i level and data
processing is at the jth level

interaction effect of accounting
educat%on and CPE when accounting is at
the i*? level and CPE is at the

ktR level

interaction effect of data processing
education agd CPE when data processing
is at the j N jevel and CPE is at the
xR 1level

interaction effect of accounting and
data processing education and CPE when
accounting is at the it level, data

processing iﬁ at the jth level and CPE
is at the‘kt level

error term

6l
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Accbunting education and data processing education were
each divided into two levels. With respect to formal
education, if an auditor had less than 30 hours in either
area, this was classified as a low amount of coursework. If
an auditor had 30 or more hours in either area, this was
classified as a high amount of coursework. For CPE, 30 hours
or less constituted a low amouni while greater than 30 hours
was considered a high amount of CPE hours in the EDP audit
area. Table 3.3 shows the various treatment levels which

were examined in this hypothesis.

TABLE 3.2
TREATMENT LEVELS FOR FACTORS A, B, AND C

| |
| |
| [
| |
[ FACIOR A EACTOR B EACTOR € [
] treatment data |
{ level accounting processing CPE |
------- e L 1 1 X 1 1 1 J - D D D S D S - - WD A - I

| 1 low low low |
| 2 low high low |
| 3 low low high ]
| 4 high low low |
| 5 high high low |
| 6 high low high |
| 7 low high high [
{ 3 high high high |
l

If any significant differences were found to exist
whereby the null hypothesis would be rejected and the
alternate hypothesis accepted, this would indicate that

educational background does make a difference in the judgment
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processes of computer auditors in this sample. Additional
'testing would then be necessary using Scheffé's Method of
Multiple Comparisons. Scheffé's method would determine which
treatment level (amount and type of educational background

and CPE) was significantly different from the other

treatment levels.

Hypothesis 5:

Hy: There is no difference in the level
of consensus of audit judgments among EDP
auditors in different levels of management.
Ha: There is a difference in the level
of consensus of audit judgments among EDP
auditors in different levels of management.
In this hypnthesis, various levels of management were
exanined to see if significant differences in judgment can be
accounted for across various levels of management.17
Trottman et.ai. [1983, p.291] stated that they expected
differences to occur across the various levels (from junior
to partner) because of different weights that each level of
management carries in the decision process. This study also

incorporated various management lavels of internal auditors

in addition to the management levels of external auditors.

i7 rn this hypothesis, the external and internal auditors
are tested separately.
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A single-factor ANOVA model was used to test the levels
of consensus between auditors in different levels of

managemént. The following working model was used to test the

hypothesis:’
: = u.+ + 7
model Y=u Ai eij (7)
where: Y = level of consensus

u. = constant

e
"

main effect of management level
i at the iR level

e,, = @rroy term

In this hypothesis, the variable under scrutiny was the
level of management or position an auditor held. Table 3.4
indicates the three treatment levels that were examined for'

each group of auditors.

TABLE 3.4
TACTOR A: TREATMENT LEVELS

| |
l I
l |
| |
| _ l
| treatment FACTOR A |
| level Management Level |
| (external) (in*ernal) |
| - |
| 1 junior staff I
| 2 senior supervisor [
{ 3 manager/partner department head |
| |
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If the results from the model are significant, and the
null hypothesis is rejected, then the auditor's position in
management may have accounted fcr differences in the level
of consensus. As in the previous hypotheses, if a difference
exists, further examination using Scheff8's Method of

" Multiple Comparisons is used +t» determine which of the
treatment levels (i.e. management level) is significantly

different from the other treatment levels.

Hypothesis 6:
Hy: There is no difference in the rankings
of the computer controls ketween external
and internal EDP auditors.
Hy: There is a difference in the rankings
of the computer controls between external
and internal EDP auditors.

For this hypothesis, the auditors were asked to rank the
six control questions found in each of taree control areas.
These control areas were separation of functions, program
code change controls, and logical and physical security
access controls. The auditors ranked the contronl questions
(within each section) in order of most important to least
important by numbering the questions from one to six where
one was most important and six was lzast important.

This hypothesis was examined as follows. Each of the

six questions found in the three control areas was examined
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separately. The following working model was used to

examine this hypothesis:

u =u (8)

Where: ul = group mean of external auditors

u_ = group mean of internal auditors
o

The mean rank for the group of external auditors was then
compared to the mean rank of internal auditors for that
particular control question using a t-test. This was
repeated for each of the eighteen control questions.
Rejection of the null hypothesis leads to acceptance of
the alternate hypothesis which states that external auditors
rank computer control questioné in a different manner than
internal auditors. Perception of how important certain
controls are is very important to the audit. With more
cooperation taking place between the external and internal
auditor in the audit process, judgments by both groups in

evaluating controls should ba very similar.
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Hypothesis 7:

Hoy: There is no difference in the weightings
of the computer controls between external
and internal EDP auditors.

Ha: There is a difference in the weightings
of the computer controls between external

~and internal EDP auditors.

In this hypothesis, the auditors were asked to weight
the six control questions found in each of the three control
areas. The auditors ranked the six control questions by
allocating a total of 100 points between them. This was done
for each contrcl area (separation of functions, program code
change controls, and logical and physical security access
controls). ,

This hypothesis was examined as follows. The mean
weighting cf each of these control questions was computed for
the two g-oups of auditors. The following working model was

used to examine this hypcthesis:
u. =u (9)

Where: ul = group mean of external auditors

u, = group mean of internal auditors

-

The mean weight for the group of external auditors was then
compared to the mean weight of internal auditors for that
particular ccntrol question using a T-test. This was

repeated for each of the eighteen control questions.
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If the results from the model are significant, and the
null hypothesis is rejected, then the weighting applied to
the control questions by external auditors is different than
the weighting applied by the internal auditors.

Hypothesis 8:
Hy: There is no difference in the level
of consensus of audit judgments among
auditors in different Big Eight firms.
Hy: There is a differance in the level
of consensus of audit judgments among
auditors in different Big Eight firms.
Previcus research by Hamilton and Wright [1582] found
differences between one firm's auditors and another firm's
auditors. This hypothesis examines whether differences
exist between Big Eight firm's auditors in the EDP audit
area. Consensus in this hypothesis was measured by comparing
the level of consensus of one firm's auditors with the level
of consensus of auditors in ancther firm.
External auditors were categorized by firm. Then
respcnses of one auditor were compared only to the responses

of other auditors within the same firm. A mean level of

consensus was then calculated for each auditor within that
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firm using the Pearson Product Moment Correlation
Coefficient using the following formula:
2 (SXY-EDN(EZY

il (10)
([n(E x2) - (£X) 2] (n(Z ¥2) - (5 ¥) 2]) /2

where:

X = evaluation of one Big 8 auditor for a given
question

" ¥ = evaluation of another Big 8 auditor on the same
question

This procedure was repeated for all the Big Eight firms.18 a
mean correlation coefficient was then computed for each of
the firms.

This hypothesis concerning differences in the levels of
consensus among Big 8 auditors was statistically tested us;ng
a single factor analysis of variance model whereby the
treatment levels would be the different Big Eight firms. The
following working model was used to test the hypothesis:

model: Y = u.+ Ai + eij (11)
where: b4 = level of consensus

u. = constant

A, = main effect of the Big Eight firms
1 at the ith 1evel

e

. error term
1]

18 Although all the Big 8 firms were represented in this
study, there were only four firms which provided a sufficient
number of auditors to compare differences in the level of
consensus ameng the firms.
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Each of the Big Eight firms would represent a particular
level within the factcr A. After all the statistical tests
were completed, if the null hypothesis is rejected and the
alternate hypothesis accepted, this indicates there was a
difference in the level of consensus between auditors in

different Big 8 firms in their evaluation of computer

controls.

The Riscriminant Model

Previous studies used regressicn and analysis of
variance techniques as their only statistical tests in
examining differences in consensus levels between auditors.
_Instead of limiting the analysis to these techniques, this
study used another techniqu;, multiple discriminant analysis
(MDA) to construct a model that would distinguish those
auditors who tended to nave a high level of consensus (i.e.
individual auditor consensus level above the average
consensus level for all auditors) from those auditors who
tended to have a low level of consensus (i.e. individual

consensus levels below the average consensus level for all

auditors).
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The full discriminant model will take the form

(3]
L)

T+ + * 00 + W 12
Wlxl wzx2 w3x3 nxn (12)

where 2 = the discriminant score

W = the discriminant weight

X = type of auditor

X_ = years experience in EDP auditing

X_ = years experience in non-EDP auditing
X, = accounting education

X_ = data processing education

X

= management level

X_ = hours of continuing education in EDP

The variables in this model were chosen based on the
previous hypotheses examined in this study as well as other
prior studies (already cited in the literature review
chapter). The type of auditor (X1l) was classified as
external or internal. The variable experience was divided
into three levels of EDP audit experience (X2) and three
levels of financial/operational auditing experience (X3).
The first level of experience was less than three years
experience. The second level was three to ;en years of
experienca, and the third level was greater than ten years of
experience. Education was divided between accounting (X4)

and data processing (X5) while management (or position in the
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company) (X6) was made up of three levels (staff, middle, and
upper). The final variable, hours of continuing education
(or CPE credit hcurs) (X7) was divided into two levels ~ low
was thirty hours or less and high was greater than thirty

hours.

Af%sr “he variables were chosen, the next step was to
decide whether or not to split the sample in order to
calculate the discriminant function. Two aliternatives
existed. The first alternative was to randomly stratify the
sample into two groups = an analysis group (to derive the
discriminant function) and a holdout group (to test the
discriminant function). This procedure has the advantage of
eliminating an upward bias in prediction accuracy that
would occur ‘if the sample used to develop the classification
matrix was also used in computing the function. However, the
sample has to be at least one hundred to be considered
sufficiently large (Hair et.al. [1984, p.95]) to use this
procedure. Since the sample totaled only eighty-five, this
first alternative was not considered appropriate.

The second alternative was used in this study whereby a
jackknife approach was used to develop the discriminant
model.

Two general methods were used to develop the

classification model - logit analysis and discriminant
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analysis. Lcgit analysis is based on the cumulative logistic

probability function and takes the following form:

1

P, = £(2,) =
1 1 ;

Discriminant analysis is the classification of an
observation %, pcssibly multivariate, into one of several
populations, each of which have density functions. If these
densities can be assumed to be normal with equal covariance
matrices, then Fisher's linear discriminant function (LDF) is
used. If the matrices are unequal, a quadratic discriminant
function is appropriate. The methods assume multivariate
normality.

The analysis involves deriving the linear combination of
the independent variables that best discriminates between the
a priori defined groups (i.e. those auditors with high
consensus and those auditors with low consensus). This is
achieved by maximizing the between group variance relative to
the within group variance.

The sample of auditors was used to develop the
classification mcdel. A stepwise regression procedure was
first used to determine the "best" set of variables to be
used in the logit model. The criteria for choosing the best
set was that comkination cf variables which resulted in a

significant increase in the marginal R? when another variable
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entered, and which resulted in no significant decrease in the
marginal Mean Squafe Error (MSE) when another variable
entered into the model.

| The procedure for selecting the "best" set of variables
for the discriminant model used the BMDP7M discriminant
analysis program. This program uses a forward stepping
procedure and computes internal and jackknifed classification
rates. The set of variables which produced the highest
classification rate was considered the best discriminant
model.

The derived models were validated using an internal
classification (resubstitution) rate and the jackknife
classification rate. The internal classification rate is the
percent correctly classified when all observations are used
to develcp the medel. These same observations are then used
to test the function. The jackknife procedure systematically
withholds each observation and develops a discriminant
function on the remaining observations. That function is
then used to classify the withheld observatioﬁ. The percent

correctly classified is the jackknife rate.

Chapter Summary

In this chapter, the proc=dures used to gather the data
and test the hypotheses were discussed. A survey instrument
containing seven ETP audit cases was mailed to external EDP

auditors frcm Big Zight firms and internal EDP auditors from
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the EDP Auditor's Association membership directory (and
employed by Fortune 500 companies). Eight hypotheses which
investigated judgment consistency and consensus differences
between and among external and internal auditors were
examined based upoﬁ the responses to the instrument. These
hypotheses were tested using T-tests and analysis of variance
models. Finally, a discriminant medel w@s constructed to
classify those auditors with high judgment consensus from

those auditors with low judgment consensus.
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CHAPTER 4
RESULTS AND ANALYSIS OF HYPOTHESES' TESTS

This chapter presents a description of the sample, the
results of testing the hypotheses, and the discriminant
mcdel. Each hypothesis was tested based on the method
descriked in the previous chapter, and the results were
analyzed. In addition, the results of this study were

compared against the results of previous research.

Sample characteristics
Table 4.1 summarizes the responses for the external

and internal auditors. As shown in the table, the extarnal

. TABLE 4.1
RESPONSE RATES FOR EXTERNAL AND INTERNAL AUDITORS

I

|

I

|

| Big Eight Firml® Mailed Out Received
l - S WS G5 T . P = an as - e .
| 1l 10 8

{ 2 10 7

| 3 10 6

| 4 10 7

| 5 10 1

| 6 10 1l

I 7 10 1

[ 8 10 2

I - e e . . - eh ey e

| Totals 80 33

{

| Internal Auditors 100 52

|

e — —— —— ——— —— S—— " — — — ———— —

19 In order to encourage participation, the firms were told
they would not be individuvally identified by name.
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auditor response rate was 41% (33/80) while the response rate
for internal auditors was 352% (52/100).

The sample of thirty-three external auditors consisted
of one staff auditor, sii.sanicr auditors, twenty managers,
and six who were at the partner level. The sample of fifty-
two internal auditors consisted of fourteen staff auditors,
eighteen who were at the supervisory level, and twenty who
were at least at the level of department head. Table 4.2
summarized the years of experience in the EDP and financial
auditing areas, and Table 4.3 shows the educational

background for the sample of external and internal auditors.

TABLE 4.2
EXPERIENCE IN EDP AND FINANCIAL AUDITING
EXTERNAL AND INTERNAL AUDITORS

I I
I |
| |
| |
I I
I I
| Less than 3-10 Greater i
| External Auditors 3 years years than 10 years |
| |
| EDP Auditing 10 18 ° 5 !
| Financial Auditing 6 21 6 [
| |
| Internal Auditors |
| |
| EDP Auditing 8 36 8 |
| Financial Auditing 34 13 5 |
| |
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TABLE 4.3
EDUCATIONAL BACKGROUND
EXTERNAL AND INTERNAL AUDITORS

H o U R S

External Auditors" 0-15 16-30 >30
Accounting 1l 16 16
Data Processing 20 . 7 6
CPE 4 29

Internal Auditors

Accounting 11 24 17
Data Processing 13 22 12
CPE 17 35

* CPE was measured in two categories: less than

or equal to 30 hours and greater than 30 hours.

— —— — —— — ————— —— — T — W — S———— —— —
'
—— —————— ——— —— — - PES AN —— . — — f— S F— (S— — —
'

M@iuvmmm

Hgo: There is no difference in the level
of consistency of audit judgments between
external and internal. EDP auditors.

As described in the previous chapters, consistency is an
essential characteristic for an individual to qualify as an
expert (Einhorn [1974]). Ashton [1974] stated that
inconsistent judgments can have a detrimental effect on the
quality of an audit. If an auditor in the sample showed
inconsistent judgment, that auditor was excluded from any

further testing because of a lack of expertise.
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The level of consistency was calculated using Pearson
Product Moment Correlation Coefficient for each of the
auditors on the test-retest sections in the survey
instrument. Consistency levels were calculated for both
external and internal auditors. A frequency distribution of
the levels of consistency for the groups of auditors is

shown in Table 4.4.20

TABLE 4.4
FREQUENCY CISTRIBUTION OF CONSISTENCY LEVELS

| |
| |
| [
| |
I |
i External Internal |
I [
| Level Number % Number % |
[ —=eee mmmmm wmee ————— -
| .90 - 1.00 . 12 36 17 33 ]
| .80 - 0.89 3 9 10 19 |
| .70 = 0.79 1 3 1 2 |
| .60 - Q.69 5 15 9 17 |
| .50 - 0.59 8 25 10 19 |
| .40 = 0.49 0 0 0 0 |
{ .30 - 0.39 0 0 0 0 |
| .20 = 0.29 0 0 0 0 |
| .20 - 0.19 4 12 5 10 |
{ .00 - 0.09 0 o 0 0 |
| » o e --=- ===
! Totals 23 100 52 100 1
I |

As can be seen from Table 4.4, there was considerabls

similarity in the levels of consistency between external and
20  Frequency distributions cf the external and internal

auditors to all the cases can be found in Appendices C and D.
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internal auditors. Both groups had individuals who scored
very high in consistency levels. Each group of auditors had
individuals who were wholly consistent in their judgments
(i.e. .scoring 1.00). Eight of the thirty-three external
auditors and ten of the fifty-twc internal auditors were
able to do this. 1In addition, both groups had about the same
percentaga (88% for external auditors and 90% for intérnal
auditors) of auditecrs with consistency levels of at least
0.50.

on the low side, each group of auditors had several
individuals who scored very low relative to the cther
consistency levels. The exterﬁal auditor group had four
individuals who scored in the .10 to .19 range, whereas the
intérnal auditor group had five persons in this range.

Within this range, each group had one individual with the
lowest level of consistency at .1l1.

The average consistendy level of the external auditors,
as shown in Table 4.5, was .69; whereas the average level for
the internal auditors was .72.23 These results were somewhat
lower than the consistency levels found in most of the
previous research. Aashton [1974] found a consistency level
of .81l; Joyce [1975] and Ashton and Brown [1980] found levels
of about .36; and Brown [1983] found a consistency level of
.79. However. the work of these previous researchers used

external financial auditors only and a more structured task
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whiles this study used both external and internal EDP auditors

in an unstructured task environment.

TABLE 4.5
LEVELS OF CONSISTENCY

low high mean std. dev. n
External .11 1.00 «69 +2895 33
Internal .11 1.00 72 «2657 52
T statistic 0.4423
p=-value 0.6597

To test the first hypothesis, a t-test was used to
examine whether the levél of consistency of external auditors
was significantly different from the level of consistency of
internal auditors. THe results of the test are reported in
Table 4.5. A t-statistic of .4423 with a p-value of .6597
was not significant at the .05 level.

Given these test results, the first null hypothesis is
not rejected, and it may be concluded that no significant
differences in consistency levels were found between external
and internal auditors in the evaluation cf computer controls.
Any significant diifsrences found with latter hypotheses thus
may be attributed to the variables tested and not to initial

differences in consistency levels among the auditors

themselves.

sl
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Hypothesis 2: Differences in consensus
Hg: There is no difference in the level
of consensus of audit judgments between
external and internal EDP auditors.

Consensus in the second hypdthesis was defined as the
extent of agreement between external and internal auditors.
Since therg was no cbjective criterion with which to measure
correctness or accuracy of the auditor's evaluation of the
computer controls, the level of consensus between auditors
was used as a surrogate measure for accuracy (see Ashton
[1985]). Therefore, in this hypothesis the level of
consensus among external auditors was compared with the level
of consensus among internal auditors.

The level of consensus for each individual auditor was
calculated using the auditor's evaluation of each of the
control areas (separation of functions, program code change
controls, and logical and physical security access controls)
in all seven cases. Each external auditor's responses were
correlated with every other external auditor's responses to
all the questions usiny the Pearson Product Moment
Correlation Coefficient (r). A mean level of consensus was
then calculated for each external auditor. This procedure
was repeated for all internal auditors. Tablz 4.6 summarizes
the frequency distribution of the different levels of

consensus for external and internal auditors.
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TABLE 4.6 -
FREQUENCY DISTRIBUTION OF CONSENSUS LEVE

| |
I

| |
| |
|

] External Internal |
! |
| Level Number % Number % :
I - A =y b ab . D ER G 8 wh . - - . . - - - D - ., N

| 55 = 0.60 11 33 3 6 i
| .50 - 0.54 7 22 13 25 |
] «45 = 0.49 6 18 13 25 |
| .40 = 0.44 4 12 10 19 I
| «35 = 0.39 3 9 5 10 |
| «30 = 0.34 2 6 5 10 [
| .25 = 0.29 0 0 3 5 |
| .00 - 0.24 0 0 0 0 |
| ———e o e o |
| Totals 33 100 52 100 |
I l

The frequency distribution of consensus levels shows
that 85% of the sampie of exterhal auditors had consensus
levels between .40 and .60, while only 75% of the sample of
internal auditors fell in this range. On the low side, only
6% of the external auditors were found in the .30 to .34
range while 15% of the internal auditor sample was in this
range and lower. Compared to previous research, the
range of consensus was much tighter with less dispersion.
Ashton [1974] reported a range of consensus of .06 to .93
while Joyce (1976] showed an even greater range of consensus
of -.687 to .937. .

External and internal auditors were similar in several

respects. The highest consensus levels were .60 for external
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auditors and .58 for internal ‘auditors. The standard
deviations of the consensus level (.0806 for external
auditors and .0811 for internal auditors) were also
approximately equal. However, the internal auditor group
accounted for the lowest level of consensus (.25 versus .32)
and a lower mean level of consensus (.44 versus .49) than the
external auditor group.

Even though the external auditor group had a higher mean
level of consensus than the internal auditor group (.49
versus .44), these levels were low compared with most of the
previous research. Ashton and Brown [1980] reported
consensus levels of .86. Several other research efforts
(Ashton [1974], Gaumnitz et.al. {1982], Hamilton and Wright
{1982], Brown [1983], énd Bailey [1981]) found consensus
levels around .70.

Conversely, the results of this study were higher than
consensus levels of .373 and .145 found by Joyce [1976] and
Davis and Weber {1983] respectively. With the exception of
the Davis and Weber study [1983], it appears the nature of
the cases (EDP controls) versus the simplified manual systems
used in previous research may have been a contributing factor
to the lower consensus levels found by this study.

A t-test compared the consensus level of .49 for
external auditors with the .44 consensus level of internal

auditcrs. The results of the test (reported in Table 4.7)

84

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



show a te-statistic of 2.8125 with a p-value of .2064 which
is significant at the .05 level. Therefore, the null
hypothesis is rejected, therefore, significant differences

exist in judgment consensus between external and internal

* significant at the .05 level

auditors.

I |
! TABLE 4.7 |
| LEVELS OF CONSENSUS |
| |
| low high mean std. dev. n |
| |
| External «32 0.60 .49 .0806 33 |
| |
| Internal .25 0.58 44 .0811 52 |
| |
| T statistic 2.8125 |
| p=-value 0.0064 * |
| |
| |
[ |

Hypothesis 3: Consensus and Experience
Hy: There is no difference in the level
of consensus of audit judgments between
experienced and inexperienced auditors.
Experience has been studied in previous research as a

pcssible factecr that may account for differences in the level
of consensus among auditors. The premise is that experienced
auditors would tend to be more similar (converge) in their
judgments than inexperienced auditors. However, there have

been mixed £f£indings as to the relationship between experience

and consensus. Weber [1980] and Libby [1985] found that
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judgment was stronger among more experienced auditors whereas
Ashton and Kramer {1980] ﬁnd Hamilton and Wright [1982]

found no significant positive correlations between experience
and consensus.

Two definitions of experience were defined in the.
present study: financial/operational auditing experience and
EDP auditing experience.?l This hypothesis was separately
tested for both external auditors and internal auditors.

For the external auditors, Table 4.8 presents the
results of the two factor analysis of variance used to
examine the third hypothesis. For external auditors, the
overall model was not significant although differences in
experience levels in EDP auditing may warrent further
investigation. No interaction was found for
financial/operational auditing experience and level of
consensus among external auditors.

The overall model also was not significant for the group

of internal auditors as shown in Table 4.8.

2l Because of the size of the samples in the analysis of
variance computations, some cells contained nissing values or
a small number of values. In order to insure that the model
was properly used, the data were collapsed into two levels
rather than the originally planned three levels.

The first level included auditors with less than three years
of appropriate experience (financial/operational or EDP) and
was labeled as "inexperienced". The second level categorized

auditors with more than three years of appropriate experience
as "experienced" auditors.
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TABLE 4.8
EXPERIENCE AND LEVEL OF CONSENSUS

Type of Experience F value p-value
Overall Model 1.92 .1492
_ Variables Within Model:
financial/operational 0.27 .6040
EDP 5.26 .0293
interaction of financial/
operational and EDP 0.21 .6478

Internal Auditors

Type of Experience F value p-value
Overall Model 0.86 .4702
Independent Variables Within Mocdel:
financial/operational 0.52 .4737
EDP 0.02 - .8789
interaction of financial/
operational and EDP 2.02 .1613

— e ——— —— — — — —— — —— — ——— —— — —— ——— — — S ——— — — — G— S—— {—
e — —— — —— — — — —— ——— —— —— — — — — f—

Based on the statistical results prasented above, no
significant differences were found in the level of conéensus
as explained by experience for external or internal auditors.
In other words, experienced auditors did not tend to have
consensus levels higher or lower than inexperienced auditors.

Therefore, the null hypothesis was not rejected.
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Hyvothesis 4: Consensus and Education
Hg: There is no difference in -the level
of consensus of audit judgments between
accounting educated and data processing
educated EDP auditors.

The level of consensus and three types of educational
background were examined using external and internal
auditors. Previous research such as Rittenberg ([1977], Weiss
[(1977], and Perry [1977] discussed educational background and
the amcunt and type of training needed to improve the

. judgment processes of computer auditors. The three types of
educational backgrounds tested in this study were accounting
education, data processing education, and continuing
professional aducation (CPE) related to EDP auditing.

Table 4.9 separately presents the results of a three
factor analysis of variance model for external and internal
auditors. As shown in the table, the overall models for both
the external and internal auditors were not significant at
the .05 level of significance. Therefore, no significant
differences were found in consensus levels as explained by
educational background for either group of auditors.

However, within the overall model for internal auditors, the
interaction of an accounting and data processing background
tor internal auditors, suggests that further investigation

of this interaction may be warrented.
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TABLE 4.9
EDUCATION AND LEVEL OF CONSENSUS

Type of Education F value p-value
Overall Model 0.85 .5062
Independent Variables Within Model:
Accounting - 0.71 .4050
Data processing 1.84 .1862
CPE 0.03 .8662
interaction of accounting
and data processing - -
interaction of accounting
and CPE - -
interaction of data
processing and CPE 0.82 .3740

|
|
|
|
!
|
|
[
|
|
[
|
|
[
|
|
|
|
!
|
interaction of accounting, |
data processing, and |
CPE - - |
|

|

|

|

|

[

|

|

I

[

|

[

|

[

!

[

|

|

|

|

|

|

|

Internal Auditors
Type of Education F value p-value
Overall Model 1.92 .0890
Independent Variables Within Model:
Accounting 0.66 .4197
Data processing 0.03 .8738
CPE 1.35 .2508
interaction of accounting
and data processing 10.36 .0024
interaction of accounting
and CPE 0.03 .8673
interaction of data
processing and CPE 0.45 .5059

interaction of accounting,
data processing, and
CPE 0.56 4596

e e e e —— —— — i S———— —— S——— ———— T oot St e e i S S — S— —— — — — —— ————] S————" P————
2
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In summary, no apparent relationship was found between
type of educational background and the level of consensus for
external or internal auditors. In other words, the type of
educational kackground an auditor possssses does nst incure
that consensus levels will be similar with other auditors of
the same educational background. Therefore, the null

hypothesis was not rejected for either group of auditors.

Ho: There is no difference in the level of
consensus of audit judgments among auditors
in different levels of management.

Hypothesis five examines the relationship between level
of consensus and the management level to which each auditor
belonged. It was hypothesized that auditors in similar
management positions would have similar audit judgments, thus
leading to a higher level of consensus.

Fer the external auditors, management levels were
categorized into three levels: staff level auditors, senior
auditors, and a combined level of managers and partners.
Management levels for internal auditors were also classified

three ways: staff auditers (similar to the external auditor

classification), supervisory level internal auditors, and

department heads.
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Table 4.10 displays the results of a single factor

analysis of variance relating consensus with management

level.

| |
I TABLE 4.10 [
| MANAGEMENT LEVEL AND CONSENSUS |
| |
| External Audjtors l
| Management Level F value p-value |
[ - p D Eh . A - ) D S . O - i
| Overall Model 4.22 .0242 |
I |
! = mmi
|

| Internal Auditors !
| Management Level F value p-value |
I - D D =D D b = - D D D D D I
| Overall Model 1.60 .2131 |
| |

For external auditors the management level of the
auditor was significant. However, the ANOVA gest only
indicates that at least one of the means of the management
levels is different from the other levels. It does not show
which means signifiéantly differ from each other. The
scheffé Method of Multiple Comparisons Test was applied, with
the results shown in Table 4.11.

The lower and upper limits exhibited in the Table 4.11
give a distribution of differences in consensus between the
management levels as found in the Scheffe tests. Mean

differences egual tc zero indicate that ccnsensus between
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these management levels is equal. However, based on the
results of the Scheffe test, none of the levels were found to
be significant at the .05 level of significance. It is
possible that the differences in consensus as explained by
each level of management may not be large enough to be

detected by the Scheffe test.

” TABLE 4.11
SCHEFFE TEST FOR MANAGEMENT LEVEL DIFFERENCES
FOR EXTERNAL AUDITORS

Management Level Lower Limit Upper Limit
junior vs. senior -0.30388 0.07451
junior vs. manager/partner =0.3478€2 0.00918
senior vs. manager/bartner -0.13397 0.02470

— ————————— Sy o — ——
—— —— —— — — — ——— (" — — So— — S

Internal auditor results from the single factor analysis
of variance model are exhibited in Table 4.10. No difference
in consensus can be explained by management level for
internal auditors.

To summarize the test results, an association was found
between management level and level of consensus fqr external
auditors, thus the null hypothesis was rejected that no
differences exist. Conversely since an association between

level of management and level of consensus was not found for
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the group of internal auditors, the null hypothesis was not

rejected for this group.

Hypothesis 6: Ranking Control Questionsg ]
Ho: There is no difference in the rankings
of the computer controls between external
and internal EDP auditors.

For this study, each control area (separation of
functions, program code change controls, and logical and
physical security access controlé) contained six control
questions which the auditors ranked from one (most
important) to six (least important). The mean ranks of the
external auditors were compared against the mean ranks of the
internal auditors to see if any differences existed.

Tables 4.12 through 4.14 present ﬁhe mean ranks and
statistical results of the t-tests for separation of function
control questions, the progrém code change control questions,
and the logical and physical access security control

questions, respectively.
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TABLE 4.12
T-TEST OF MEAN RANKS BY EXTERNAL AND INTERNAL AUDITORS
SEPARATION OF FUNCTIONS

1. Is there an adegquate separation of operators,
programmers, and systems analysts' duties within the data
processing department?

External Internal .
_Mean t-statistic p=value
1.909 1.903 0.02 .9837

2. Is there a rsqular internal audit of the data
processing department?

External Internal )
__Mean t-statistic p=value
5.060 4.750 1.09 .2797

initiate changes on the master files?

External Internal .
Mean _ Mean L=statistic p=value
3.061 3.327 -0.75 .4535

4. Does the user review master file changes?

External Internal
_ Meapn a t-statistic p=vajue
2.969 2.846 0.35 « 7296
5. Is there a separate access control and security
function?
External Internal
__Mean _Mean t-statistic p=value
3.515 4.058 -1.64 .1056

6. Is there a separate librarian function whose charge
is custody of files, programs, and dccumentation?

External Internal
__Mean __Mean E-statistic p=value
4.484 4.077 1.43 .1553

|
I
|
|
|
I
|
I
|
|
I
I
I
i
|
|
I
|
I
|
| 3. Does the data processing department have authority to
I
[
I
I
I
I
[
I
|
I
I
I
I
I
!
I
I
I
I
|
|
I
I
I
|
I

94

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



TABLE 4.13
T-TEST OF MEAN RANKS BY EXTERNAL AND INTERNAL AUDITORS
PROGRAM CODE CHANGES

1.

2.

3.

4.

Are program changes approved before being made?
External Internal
Mean Mean t-statistic =
2.636 3.538 0.34 .7364
Are program changes reviewed by the user?
External Internal - .
_Mean —_Mean t-statistic p=value
3.697 3.865 -0.56 .5758

Are operations personnel authorized to make
application program changes?
External Internal
_Mean —Mean t-statistic p=value
3.030 3.231 -0.54 . .5905
Are program changes tested before beihg used?
External Internal
Mean t-statjstic p=value

2.152 2.519 =1.48 1430

5.

Is the documentation of the maintenance of

applications adequate?

6.

External Internal
__Mean Mean _ t-statistic p=value
T5.455 4.981 1.75 .0844

Is a library control software package used to control

source versions and object programs?

External Internal
__Mean w_gég t-statistic p=value
~4.030 .885 0.39 .6962
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TABLE 4.14 ,
T-TEST OF MEAN RANKS BY EXTERNAL AND INTERNAL AUDITORS
LOGICAL AND PHYSICAL SECURITY ACCESS CONTROLS

1. Does the data processing librarian keep a record of
all data files used?

External Internal
_Mean t-gtatistic p=value
5.121 4.539 2.47 .0157

2. 1Is there a periodic inventory of program libraries
and data files?

External Internal )
_Mean L-gtatistic p=value
5.273 4.904 1.76 .0831
3. Is the physical access to computer facilities
restricted?
External Internal
_Mean __Mean L-statistic. p=value
4.030 2.558 . 4.53 .0001
4. Are security codes for logical access to data
controlled?
External Internal
__Mean t-statistic p=value
1.273 1.962 -3.77 .0003

5. Is library control software used to control programs
in source and object code, and control test and
production versions?

External Internal
__Mean _Mean t-statistic p=value
2.363 3.077 -2.85 .0055

6. Do excessive logical access violations cause users to
be disconnected which then require supervisor approval to.

reconnect?
External Internal
Mean __Mean t-statistic p=value
2.939 4.019 -4,27 .0001

|
l
l
|
l
|
|
1
l
|
|
l
1
I
|
l
I
|
|
l
|
|
|
1
1
|
1
|
1
|
i
|
|
1
l
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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Table 4.12 and 4.13 show that no significant differences
(at the .05 level of significance) in ranking between the
external and internal auditors were found for the separation
of function control questions and the program change control
questions. In addition, neither group consistently rated
these particular control questions higher or lower than the
other group.

However, Table 4.l14 presents the results of the T-tests
comparing the mean ranks of the control questions found in
the logicai and physical security access control area. All
the logical and physical security access control questions
witﬁ the exception of question two, were ranked significantly
different by external and internal auditors (at the .05 level
of significance).

In summary, the null hypothesis was rejected and the
alternate hypothesis accepted that external and internal
auditors do rank the control questions differently. However,
it is only the logical and physical security access control
questions that accounted for differences between these
auditors. No differences were found between external and
internal auditors concerning the separation of .functions and

program code change control quastions.
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Ho: There is no difference in the weightings
of the computer controls between axternal
and internal EDP auditors.

To test hypothesis seven, external and internal auditors
were asked to allocate a total of 100 points among the six
control questions in each control area. Whereas the previous
hypothesis examined differences on an ordinal scale, this
hypothesis examined the magnitude of the differences between
the ranks based on the allocation of points among the control
questions.

This hypothesis tested the mean weights allocated by the
auditérs using a t-test comparison of the differences. Each
control area and question were examined separately. Table
4.15 reports the results of the tests for the separation of
functions control questions, Table 4.16 shows the results for

the program code changa control questions, and Table 4.17

shows the results of the logical and physical access security

control questions.
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TABLE 4.15
T-TEST OF MEAN WEIGHTS BY EXTERNAL AND INTERNAL AUDITORS
SEPARATION OF FUNCTIONS

1. Is there an adequate separatioh of operators,
programmers, and systems analysts' duties within the data
processing department?

External Internal .
27.242 24.600 0.88 .3808

2. Is there a regular internal audit of the data
processing department?

External Internal
_Mean f-statistic p=value
9.667 11.380 =1.36 .1774

initiate changes on the master files?

External Internal
_Mean __Mean f-statistic p=value
16.576 17.580 -Q0.57 .5729

4. Does the user review master file changes?

External Internal
__Mean __Mean t-statistic p=value
19.081 21.260 -0.81 .4207
5. Is there a separate access control and security
function?
External Internal
__Mean _ Mean t-statistic p=value
15.485 12.880 2.04 .0462

6. Is there a separate librarian function whose charge
is custody of files, programs, and documentation?

External Internal
Mean __Mean t-statistic p-value
10.970 12.240 -1.09 .2888

_— — —— —— — —— — — — — —— — — — — —p— — —— ——— — — —— —— — — —— —— A C—— —— . — S— —
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3. Does the data processing department have authority to |
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TABLE 4.16 '
T-TEST OF MEAN WEIGHTS OF EXTERNAL AND INTERNAL AUDITORS
PROGRAM CODE CHANGES

1. Are program changes approved before being made?

External Internal
_Mean t-gtatistic =
19.333 20.060 =-0.51 .6111
2. Are program changes reviewed by the user?
External Internal
__Mean _Mean t-statistic p=value
15.909 15.860 0.03 .9785

3. Are operations persornel authorized to make
application program changes?

— Mean t-statistic p=value
18.333 17.340 0.46 L6497

4. Are program changes tested before being used?

External Internal )
_Mean _ __Mean t-statistic p=value
22.000 20.740 0.76 .4479

5. Is the documentation of the maintenance of
applications adequate?

External Internal
Mean _ __Mean t-statistic p=value
9.273 11.020 -1.39 .1695

6. Is a library control software package used to control
source versions and object programs?

External Internal
_ Mean __Mean t-statistic p=-value
15.000 14.980 0.01 .9936

|
|
i
|
|
|
|
|
|
I
|
|
|
|
[
|
[
|
[
|
i External Internal
I
|
!
|
|
|
|
|
|
[
l
|
|
|
|
|
|
l
|
|
l
[
[
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TABLE 4.17
T-TEST OF MEAN WEIGHTS BY EXTERNAL AND INTERNAL AUDITORS
LOGICAL AND PHYSICAL SECURITY ACCESS CONTROLS

1. Does the data processing librarian keep a record of
all data files used?

External Internal
Mean - -
7.939 10.800 -2.68 .0088

2. Is there a periodic inventory of program libraries
and data files?

External Internal
—Mean —Mean _ t-statistic =V
7.970 8.860 -1.04 .3011
3. Is the physical access to computer facilities
restricted?
Mean t-statistic p=value
14.485 21.280 -3.64 .0005
4. Are security codes for logical access to data
controlled?
External Internal
Mean _ Mean t-statistic p=value
30.121 26.800 1.52 «1324

5. Is library control software used to control programs
in source and object code, and control test and
production versions?

External Internal
_Mean __Mean E-statistic p=value
T21.576 18.720 1.62 .1082

6. Do excessive logical access violations cause users. to
be disconnected which then require supervisor approval to

reconnect?
External Internal
__Mean _Mean t-statisti p=value
17.758 13.560 3.02 .0036

|
|
|
|
|
|
|
|
|
|
i
|
|
!
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|
[
|
|
!
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| External Internal
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With respect to the éeparation of functions control
guestions (Table 4.15), only question five (Is there a
separate access control and security function?) showed
significant differences in weighting between the two groups
of auditors. No significant differences were found in the
weighting of the program code change control questions (Table
4.16) between external and internal auditors.

With respect to logical and physical security access
controls, however, differences were found in the weighting of
these questions. Question one (Does the data processing
librarian keep a record of all data files used?), question
three (Is the physical access to computer facilities

. restricted?), and question six (Do excessive logical access
‘violations cause users to be disconnected which then require
supervisor approval to reconnect?) showed significant
differences in. the allocation of the points by the auditors.

In summary, the results of this hypothesis indicate
that external and internal auditors may be similar in their
perception of importance regarding the separation of
functions and program code change control questions.

However, just as in hypothesis six, the weighting of the
logical and physical security access controls accounted for
most of the differences between external and internal
auditors. Therefore, the null hypothesis was rejected and it

was concluded that differences do exist in the weighting
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applied to these control questions between external and

internal auditors.

Hypothesis 8: consensus Between'Big Eight Fimms
Hy: There is nc difference. in the level
of consensus of audit judgments among
auditors in different Big Eight firms.

To test this hypothesis, consensus levels of auditors
within the same firm.were compared against other auditors in
other firms.23 As Mautz and Sharaf {1961] and others have
stated, auditors with the same information should be similar
in their judgments concerning that information.

In order to test this hypothesis, a mean level of intra-
firm consensus was calculated for each auditor with other
Sﬁditors in the same firm. The mean consensus levels of one
firm's auditors were then compared to the mean levels of
other firms. The results from a single factor analysis of

variance test are presented in Table 4.18.

23 Only four of the Big Eight firms were used in this test.
As mentioned previously, in order to encourage response,
these firms were told they would remain anonymous.

Therefore, they are referred to as Big Eight firms one
through four.
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TABLE 4.18
EXAMINATION OF CONSENSUS BETWEEN BIG EIGHT FIRMS

Sourca F value p~value

Big Eight firms 4.50 ’ .0122 *

* gsignificant at the .05 level

There were significant differences in the levels of
consensus among Big Eight firms. However, the F-value only
indicates that the means of the firms are significantly
different from each other. It does not show which means
differ from each other. 1In order to determine this, the
Scheff& Method of Multiple Comparisons Test was applied, with

the results shown in Table 4.19.
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. TABLE 4.19
SCHEFFE TEST FOR BIG EIGHT FIRM DIFFERENCES

* significant differences at the .05 level

I [
I [
i I
: |
i Big 8 Firm Lower Limit Upper Limit {
| - b O a» D TR G ab D .

[ #1 vs. #2 -0.38871 0.04117 =
|

| #1 vs. #3 =0.14380 0.30478 }
| .

| #1 vs. #4 =0.17320 0.25969 |
I , I
| #2 vs. #3 0.02320 0.48531 * |
| I
| $2 vs. #4 -0.00348 0.44050 |
| I
[ #3 vs. #4 -0.26680 0.19531 |
| |
I |
I |

Based on Table 4.19, only Big Eight firm #2 was
significantly different from Big Eight firm #3 at the ;05
level of significance. In addition, comparison of Big Eight
firm #2 with the other three firms showed that the chances of
consensus levels being equal (i.e. mean differences equal to
Zero), falls only within the extreme tails of the confidence
limits. Looking at the compafison of Big Eight firm #2 with
firm #1 shows the upper limit is only 0.04117 while
comparison with firm #4 shows the lower limit is only
-0.00348. The fact that the value zero falls close to the.
extreme tails in these two comparisons shows that chances of
consensus levels being equal between firms #2 and #1, and #2

and #4 are not probable.’
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In summary, the null hypothesis that no difference in
the level of consensus between Big Eight firms was rejected.
Based on this, it is apparent that some differences do exist
between Big Eight firms. Much 2f the difference may be
attributed to one firm (#2).

Ihe Discriminant Model Results

Based on previous tests, each auditor had a level of
consensus that was statistically derived. Discriminant
analysis was then used to develop a model that would
correctly classify auditors according to their consensus
level (i.e. either high consensus or low consensus).

The rasults of the forward stepping and jackknife
procedures showed that the best model was the tﬁo variable
model made up of the variables field (external versus
internal) and accounting education (16w anmount of credit
hours versus a high amount of credit houré). However, the
model only correctly classified auditors as having high or
low consensus 57.6% of the time. A chance model would
predict 50% of the time. Hair et.al. [1985, p.103] ‘suggest
that the model's classification ability should be at least
25% greater than by chance. Therefore, based on the
classification ratio, this model was considered to be not
significant in its ability to discriminate those auditors

with high consensus from those auditors with low consensus.
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Chapter Summary

‘No differences in level of consistency (i.e. the extent
of agreement an auditor has with himself over the same
material at different points in time) were found between
external and internal auditors. However, differences in
level of consensus (i.e. the amount of agreement between
different auditors over the same material) were found between
external and internal auditors. Compared with previous
research, levels of consensus in this study were found to be
much lower.

It was hypothesized that certain types of audit
experience (financial/operational and EDP), education
background (accounting and data processing), management
.level, and the firm to which an external auditor belonged may
cause differences in consensus levels among these auditors.
Management level and the firm to which an external auditor
belonged were found to be significant; education background
was only marginally not significant, and type of experience
was found not significant.

Ranking and weighting of the individual control
questions by external and internal auditors revealed that
differences exist between these groups. Accounting for most
of the variation between these auditors were the logical and

physical access security control questions.
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Finally, the discriminant model resulted in a
classification rate of only 57.6%. Eased on these results,
it is apparent that none of the variables tested in the model
adequately discriminates those auditors with high consensus

from those auditors with a low level of consensus.
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CHAPTER 5
SUMMARY AND IMPLICATIONS, LIMITATIONS, SUGGESTIONS FOR
FUTURE RESEARCH AND CONCLUSIONS

This study has examined relationships between external
auditors and internal auditors concerning their degree of
agreement cver various EDP auditing cases. Several factors
were also tested as possible explanatory variables that may
have accounted for differences between énd among these
auditors. In this chapter, the basis for this study and the
findings are summarized and discussed as they may affect the
role of the external and internal auditor in the field of EDP

auditing.

The Basis for the Study and the Research Quegtion

In the are& of internal control for computeQ-based
accounting systems, the roles of the external and interﬁal
auditor may overlap. In addition, the external auditor oftén
relies upon the work of the internal auditor. Thus, any
differences in judgments between these groups of auditors
with respect to evaluation of controls may have a detrimental
effect on an EDP audit if one group is relying upon the other
group‘s judgments. Identification of any differences between
these auditors thus is important to the quality of future

audits.
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The primary research question of this study addressed
whether there were differences in the level of consensus
between extarnal and internal auditors. The level of
consensus was examined oQér several EDP audit cases and the
ranking and weighting of snecific computer control
questions. In addition, experience, education, and
management level were examined as possible factors that may

contribute to any lack of consensus among each of the groups

of auditors.

Summary Results of this Study

This study has examined the audit judgments of external
and internal EDP auditors in an EDP audit environment. Some
éignificant differences were found in the audit judgments of
the two groups. Study results are summarized below by

relevant hypothesis.

Hypothesis One

Einhorn ([1974] has shown that one of the necessary
conditions for expert status is a high level of consistency.
Differences in levels of consistency between external
and internal auditors may be a reason for differences in
judgments between the groups. The first hypothesis examined
whether this necessary condition for expert status was

evident for each of the auditors tested.
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Based on the statistical tests, the null hypothesis was
not rejected. No significant differences in the average
levels of consistency were found between external and
internal auditors. This finding nggests that a similar
level of consistency exists between these groups of auditors.
Thus neither group was considered to have more of this
characteristic of expertise than the other gr=up in

evaluating the ccmputer controls.

Hypothesis Two

The second hypothesis examined the level of consensus
between these two groups of auditors concerning their audit
judgments in the EDP audit area. The extent of agreement
amcng external auditors was compared with the extent of
agreement among internal auditors.

A significant difference in the level of consensus
between external and internal auditors was found. The
level of agreement was greater among external auditors than
among internal auditors. Bailey [1981, ».107] compared the
two groups and found similar results. His study showed that
internal auditors were found to have a greater variance in
their audit judgments than external auditors.

Compared to other previous research which involved
only external auditors and more structured tasks (i.e.
payroll subsystems, accounts receivable subsystems, etc.),

the results of this study suggest more disagreement among
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external auditors. The cause for the different results
attained by this study may be the nature of the task.

Whereas evaluating controls for a payroll or accounts
receivable subsystem is relatively structured, this is not so

in the evaluation of computer controls.

Hypothesis Three

The third hypothesis separately examined the
relationship between experience and consensus within the
groups of external and internal auditors. Previous research
showed much disparity. Experience was found to be
significant in some studies and not significant in others
as an explanatory variable in determining consensus. 1In
testing this hypothesis, it was proposed that specific types
of experience (i.e. financial/operational audit experience or
EDP audit experience) rather than general audit experience
would be more appropriate.

In this study, the level of consensus as explained by
experience was found to we not significant for both the

external and internal auditor groups.

Hypothesis Four
In this hypothesis, the relationships batween both type
of educational background (accounting and data processing)

and continuing education (CPE) in the EDP audit area were
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separately compared to the level of consensus among external
and internal auditors.

No relationship was found between type Oof educational
background, CPE, and level of consensus for external
auditors. Thus, whether an auditor had an accounting
background, a data processing background or any amount of CPE
in the EDP audit area did not make any difference in the
level of consensus.

For internal auditors, no correlation was fohnd between
type of education, CPE, and level of consensus. However, a
highly significant interaction between accounting education
and data processing education was found. It appears that
neither accounting education by itself nor data processing
education by itself was sufficient to produce similar
evaluations amonyg internal auditors, but the interaction of
these two disciplines and level of agreement among these

auditors was found to be highly related.

Hypothesis Five
The f£ifth hypothesis analyzed the relationship between
management level and level of consensus. The expectation was
that judgments of auditors in similar positions would tend to
converge. .
A significant difference in levels of agreement was
found among external auditors in different management

positions in their firms. However, no significant
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differences in levels of consensus were found among internal
auditors in different management positions in their

organizations.

Hypothesis Six

Differences in the way external and internal auditors
ranked the control area questions were examined by this
hypothesis. In two of the three EDP control areas, namely,
separation of functions and program code changes, no
significant differences were found between the auditor
groups, and neither group tended to be consistently lower or
consistently higher in its rankings than the other group.

In the area of logical and physical security access
controls, however, external and internal auditors ranked
'significantly different the following control questions:

#1: Does the data processing librarian keep a

record of all data files used?

#3: Is the physical access to computer facilities
protected?

#4: Are security codes for logical access to
data controlled?

#5: 1Is library control software used to control
pregrams in source and ocbject code, and control
test versions and production versions?

#6: Do logical access violations cause users to

be disconnectad which then require supervisor
approval to reconnect?
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Hypothesis Seven

For the seventh hypothesis, the auditors indicated their
perceived importance of the control questions. Except for
one control guestion, no significant differences in
importance were found between external and internal auditors
in the separation of functions and program code changes
areas. The only question which was significantly different
between the auditors was separation of function control
question number five which asked:

Is there a separate access ccntrol and security

function?

Similar to the results in hypothesis six, neither external
nor internal auditors weighted the.control questions in the
separation of functions and p&ogram code change control areas
consistently higher or consistently lower in importance than
the other.

In the area of logical and physical security access
controls, however, significant differences were found between
the auditor groups for the following control questions:

#1: Does the data processing librarian keep a

record of all data files used?

#3: Is. the physical access to computer facilities
protected?

#6: Do logical access violations cause users to
be disconnected which then require supervisor
approval to reconnect?
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Differences in these control questions suggest that this may
represent a potential problem area in the audit process.
Should external auditors use some of the internal auditor's
work in this control area where differences exist, the

quality of the audit may be affected.

Hypothesis Eight

The eighth hypothesis examined whether differences
existed in the level of auditor consensus among Big Eight
firms. Only one Big Eight firm (of four tested) was found to

be significantly different from the other Big Eight firms.

The Discriminant Model

Using a jackknife procedure, a two variable discriminant
model consisting of type of auditor and amount of accounting
education was the best discriminant model developed.
However, this model had a classification rate of only 57.6%
which was considered to be only slightly better than a chance
classification model. Based upon the rasults of the
discriminant imcdel, none of the factors that were used in the
model provided adequate discrimination whereby auditors could
be classified as either possessing a high level of consensus

or a low level of consensus.
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Limitations of the Study

The results of this study should be considered in light
of the following limitations:

(1) The design of the survey instrument represents a
tradeoff of "realism" and subject fatigue. To simulate the
"real worid", the instrument would have to include all
crucial variables in each of the cases. At the same time,
the survey instrument had to be of such a length that
auditors would respond to it meaningfully. In satisfying
both constraints, perhaps certain key variables were omitted
which may have affected the results of this study. However,
the final form and variables in the survey instrument were
considered only after many discussions with practitioners and
several pilot tests. '

(2) Computer control evaluations normally include
discussions with other EDP auditors. Auditors were asked in
this study to make control evaluations on an individual
basis. Interaction vwith fellow auditors thus was not tested,
and the possible effect of this interaction is not included
in the results of this study.

(3) The survey instruments were individually mailed to a
random sample of internal auditors. However, the survey
instruments were mailed to specific partners in the Big Eight

firms. These individuals then chose a "random sample" of
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external auditcrs who volunteered to participate in this

study.

Suggestions for Future Research

The questicnnaire approach has been widely used to
examine the judgments of auditors. However, several auditors
who commented on the instrument stated that its lack of
realism may have affe~ted their responses. Others asked
about the status of controls which were not identified in the
survey instrument. A solution for this would be to
incorporate more of these variables and expand the
questionnaire.. However, unless respondents were to commit
beforehand to participate in the study, a mailed
questicnnaire of this length would probably have a poor
response rate.

Another approach would ke to use some type of Delphi
technique where pre-established groups of (expert) auditors
would evaluate the cases. After the cases were evaluated,
the auditors would be able to see the responses of other
auditors within their group, discuss their answers, and be
allowed to change their initial response. This would be
repeated until some consensus level was reached for each
group of auditors. Comparisons could then be made between
the groups. This has an advantage in that audit judgments

are usually made under the influence and suggestions of both
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peers and superiors and the Delphi approach may best simulate
this process.

A possible extension of this study would be to use
analysis of covariance procedures in the methodology. This
procedure could answer the question of what causes the.
differences in consensus between external and internal
auditors.

Previous consensus studies have shown agreement
among and between auditors in structured environments to be
moderately high. The only other study to investigate
agreement among auditcrs in an unstructured (EDP) environment
found consensus levels which were considerably lower. The
results of this study support the lower consensus levels
among auditors in unstructured environments. Further
research as to why consensus levels are lower needs to be
conducted.

These areas examined in this study where the overall
model was not significant but interactions were found, those

interactions may warrant further investigation.

Conclusions

In this study, the audit judgments of external and
internal audit&rs vere examined to sece if differences in
judgments existed. The results of this study indicate that
some differences in audit judgments exist between these

groups of auditcrs. However, these differences do not
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indicate that ohe group demonstrated any less expertise than
the other group. 1In light of possible oVerlépping roles and
increased reliance on the work of the internal auditor, the
audit judgments of external and internal aﬁditors in the EDP
audit area need to be similar.

The levels of consensus found for both the external and
internal auditors (.49 and .44, respectively) was found to be
lower than the consensus levels found by previous consensus
studies. For the most part, these other studies reported
consensus levels of approximately .70. These other studies,
however, involved a structured task and a manual system. The
one prior study which addressed the computer audit
environment found a lower consensus level (.145) than did
this study. It thus appears that the dynamic nature of the
computer audit envircnment and/cr the unstructured task
involved in this study may be contributing factors to lower
consensus levels,

Differences between external and internal auditors in
examining éontrols in a computer-based accounting environment
is an issue which should not be ignored. Cooperation between
these groups is essential in order to insure quality EDP
audits. Consensus between external and internal auditors can
provide a stirong basis with which to begin this cooperative

effort.
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Appendix A

EDP Auditing
A Case Study

You have been randomly selected to take part in an experiment-designed to examine the
extent of sgreement among suditors as to the adequacy of selected EDP controls. The
controls being tested are separacion of functions, ptog:u' change controls, and logical and
physical security access controls. For each of seven cases, you ars provided an intermal
control questionnairs vhich has been completed 20 sz to indicate the presence or absencs of
scatad controls. You are simply asked to evaluate the overall adequacy of these controls.

Plasse note that thers are no “incorrect” ansvers. It is the pattern of responses
from all respondancs vhich is the focus of this study. Your ansvers are very important
and vill be kapt strictly confidential.

A Teturn envalope is enclosed to mail back your response.

If you would like a copy of the results, please f£ill in your nime and address below.

Thank you very much for your time and effort.

Ray Landry

Department of Accounting

College of Business Administration
Universiev of irkansas
Fayectaville, Arkansas 72701
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In order to analyse responses, please f£ill in the demographic information below:

Position and/or Title

Your primary fiesld:

axternal extarnal ngae. internal internal  other (spacify)
financial EpR sonsuleing financial Epe
(1 (1 1 1 €1 [1
Years experience in auditing:
< 3. 2:-10 yxa. 210 yzs.

financial/operational......c..coo0veeef ] (1 {1

If in public accounting, your level:
junior { ] senior [ ] manager { ] parcner ( ] other { |

If£ got in public accounting, your lavel:
scaff [ ] supervisor { ) department head [ ) other [ ]

Semaster caken in the folloving areas (i{ncluding all undergraduats and graduate

education):
9-13 16-30 230
8CCOUNEING.ocvvvvrcrvorvesrroconnsossl ] {1 [}
[l

data processing/compucer sciencs..... [ {1

CPE hours in any EDP audit area taken in the past three years:

Q-0 hours 230 hours
{1 L]
The number of audit professionals: at your location company wide (est.)
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INSTRUCTIONS .

Below is Informacion about a hypothetical company (Floppy Disk Company), its data
center charactaristics, and the sudit objectives and scope. There are seven independent
cases to be snsvered. Esch case consists of the three sections to be examined - separation
of functions, program change controls, and logical and physical securicy accsss controls.
Each section contains a list of specific controls vhich have already been ansvered as "yas”
or "no". Following each section of the case, you are to evaluate the strength of the
control based upon the pre-answezed concrel checklist. At the end of each case, you azas to
eyaluste the owverall strength of all the centzesls cembinsd.

The last page of this questionnaire contains s list of the controls from each of the
sections. On this page you sve asked to rank the contzols from most imporcant co lease
important, and sllocate 100 points among them.

THE COMPANY

The Floppy Disk Company {s a manufacturer of various data storage davices throughoue
the country. Therse are ssveral plants located throughout the souchvest region of the -
United States. The company is large enough to qualify for the Fortune 500 list based upon
asset size and annual sales.

The corporate headquarters house cthe sdminiscrative offices as vell as the cencralized
data processing activities. In addition, thers are saparate incernal and EDP
sudit departments vithin the organization. Floppy Disk Company has a Data Center with the
following characteristics:

L. Large mainframe hardvare
2. Complux operating systea
3. Telaeproceszing monitor system
4. Online and batch application systems -
accounts receivable
accounts payable
ayroll
ventory
5. Data Centar staffing profile -
DP manager
Operations supervisor
System programmers
Application system program supervisor

6. Data Center operates ) shifts/day and 6 days per veek

AUDIT OBJECTIVES AND SCOPE
The audit objective is to review and evaluate general controls. The scope of the
audit will encompass the following gensral controls:
1. Organization and management to include separacion of functions
2. Program change concrol (system and application)
3. Security (physical and logical access)
Based on a preliminary review, it {s determined that certain controls are in existence
as shown on the following pages.
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CASEZ 1 COMPUTER CONTROL QUESTIONMAIRE
Pleass svaluate each saction independent of your answer in the other sections.
Section L. Sepazation of Runctions

: YES
1. Is there an adequate separacion of operators, azmers, and systenms
analyscs’ duties within :h:':nu processing dcpuumg’ [‘ {1

. 3. Is thsre a regular internal audit of the data processing department?.......... [ﬂ [

3. Dnas the data processing depaztasnt have suthority to initiate changes on
e eer Eilasr. T R T e T e e 1 A

4. Does the user reviev acter £116s Changes?......ccccrveencenocncnosonnns ceeeees t1 M
5. Is thers a separate access control and security function?.......ccovvevvnnee o ] [vf
§. Is chere a separate librarisn function vhose charge is custody of files,

programs, and doCUMBNCACION?...covvreresercssccosrstnssosnssnes sesesorsnen rereenen [Jf (4]

Plec:s ~valuate the strength of the separation of functions control based upon the
responses to the checklist sbova.

Extzemely ¥[1ch (1 1 (1 01 Adn(q\;l.:a to Strong
Section 2: Fhyaical and Logicsl Security Over Programs and Dats YES NO
1. Does tha data precessing librarian keep & record of all datca f£iles used?...... [vf {1
2. Is there a periodic invantory of program libraries and data files?........... . (vf {1
3. 1s the physical accass to computar facilities resCrictad?........eeoeeevsenes L1 A
4. Are security codes for logical accass to data controlled?......ccoocevvvrcnnnne {1
S. Is library control softvars used to control programs in sovrce and object

code, and control test and production versions?.........cssese000e (vﬁ {1
6. Do excessive logical access violations cause users to be disconnected vhich

then require supervisor approval tO CRCONNBCE?.......svrrveresscnsscsocnssnnsonanse [Jf {1

Please evaluate the strengcth of the physical and logical security control based upon the
responses to the checklist above.

Extramely Veak Adequate to Strong
{] (] {] (] (1 (]

Seccion ;i Erograa Changes YES Mo

1. Are program changes approved before being made?.........ccicviivvnennnnnne. [/f {1

2. Are program changes revieved by the user?...... eresenresons Cerreesaesaresnnns ["f [

3. Are operations personnel authorized to zake application program changes?...... [lf [

4. Are program changes tested before being used?............ N esessnans ['/1 L1

5. Is the documentation of the maintenance of applications adequate?............. {1 [vf

6. Is a library control software package used to control source varsions and

object programs?..........iiiiiiieienn.n ceereereraene eeeees [ﬁ ]

Pleise evaluate the strength of the program changes contzol based upon the responses to th
checklise above. € Prog g 3sed up sponsss to the

Extremaly ‘{le?k Ad?q\]xatc to Strong

(1 (] {1 [

Please evaluate the overall strength of this casa based on the responses to all three
sections combined.

Excremely Weak d
anely {1 (1 (1 {1 01 A ?qtlxa:a to Strong
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CASE 2 COMPUTER CONTROL QUESTIONNAIRE

Please evaluate asch section indepandent of your answer {n the other sectiomns.

Section L. Ihyaical and Logical Sscupity Over Programs and Data s

1. Is the physical access to computer facilities rvestricted?............. verevens [ [.X
2. Doeas the data processing librarian kaep a racord of all dszz filsg w=2d?...... [Jf [

3. Is library control softvars used to control programs in sourca and object

code, and control t8st and Production VerSiONS?.....c....cceeeecoonens RO Y B S
4. Is thers a periodic inventory of program libraries and data files?............ [vlf {1
S. Are security codes for logical sccess to data controlled?............. tereenne [Jf [1]
§. Do excessive logical access violations cause users to be disconnected vhich

then require supervisor E9Proval O TECONNECE? .. vrtevesscsrccsocsnssornsrsososonse {1 [df

Please evaluate the strengch of the physical and logical security control based upon the
responsas to the checklist above.

Extzensly ‘[h?k 'S '8 0 [ “?q‘i““ to Strong
Secsion 2. Progzam Changes vEs N

1. Are operations personnel suthorized to make application program changes?...... (] [J?
2. Are prugram changes approved before being made?......... seseseoonns sesseen M [1
3. Is the documentation of the maintenance of applications adequate?...... crerens (1 [J(
4. Are program changes reviawed by the user?..........covvviveieceinnsnnncees eene [] [lf
S. Are program changes tested befora being used?...... secens sreestserecaccssasnss [vf {1

6. Iz s m:-:; control software package used to control source versions and
ODJUCE PEUGTAIMBT e vrvevorsaosorsasnonssncessosansonnsssansnsessovosnsnnsaessons e A

Please avaluate the strangth of the physical and logical sscurity control based upon the
reasponses to the checklist above.

Extzemely ‘lh’k Ado[qw.lute to Strong

(] (] (] [1]
Section 3: Sepaxation of Functions

YES NO

1. Does the data processing department have authority to initiate changes
on the master filaes?.......... Cesssssserrannssnsnes teeessebinenes O [Jf [}
2. Is there an adequate separation of operators, programmers, and systems
analysts’ duties within the data processing depaztment?.........c.oceoeeriinecncnens [\4 {1
3. Is there a separats access control and security function?..........coevunnenn. {1 M'
4. 7Ts thers a regular internal audit of the datca processing department?.......... (Ji {1
S. Does the user review master £110s changes?........coveveiernerererernnnnnnnnas [\4 (1
6. Is there a separate librarian function vhose charge is custody of files,
programs, and documentation?...... L stesserrsrscrtessrsresscttrate st esrase s [vf (1
Please evaluate the strength of che separaction of functions contrel based upon the
responses to the checklisc abova.
Extremely Weak Adequate to Stron

() {1 (1 € ] ) s

Pleass evaluata the overall strength of this case based on the responses to all three
sections combined.

Extremely ?011; (1 1 0l 1 .\d?qt]mce to Strong

132
Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CASE 3 COMPUTER comoi. QUESTIONNAIRE
Please svaluate each section independent of your ansver-in the ocher sections.
Seccion 1: Rrogram Shangss

YES NO

1. Is a library control softwars package used to control source versions

and ODJECT PEOGTBMBT .. coctcernnncorrtocrsosasovevncssrossesvsssccrssnssrososene | (1

2. Ars program changes testad before being used?........coeeecevecnccecscrcncnnss [vf 1
. 3. Are operations personmnel authorized to aaks application program changes?...... [vf [}

4. Aze progsram changes approved before being made?............ tesessecrnsasserneen [ﬁ (1

S. Are program changes revieved by the user?.........ccecvvevnverncees cocecsesmsrs [\ﬂ U1

6. Is the documentation of the maintenance of applications adequate?............. {1 [v{

Please evasluate the strangth of the program changes concrol based upon the responses to the

checklise above.

Extzansly Veak Adequate to Strong

7T {1 (1 & & !

Sscuion 2: Sapazation of Funccions ws  wo

1. Is there a saparata librarian function vhoca charge is custody of f£iles,

programs, and dOCURMENCACION? ... v .cvtecrocsereovsossacrnconseosns csorese sressssssnse [ﬁ (1

2. Does the user reviaw saster Files changes?........ccveeecevenes ereesesnsnnans [ﬁ (1

3. Doas the data processing departaent have suthority to initiats changes on

the BABEEE £Ll@87 .. iuveieiirconrsaonsnoorsssscesoseossasssesonsesosossosncsssnsnsse [A {1

4. Is there an adequate separation of operators, prograzmers, aand systems

analysts’ duties vithin the data processing depaztment?........ieceeseeres sesesess [\4 (1

S. 1Is there a rsgular internal audit of the data processing department?.......... 1 [df

6. Is thers a separate access control and security funcziom?............ cestsanans (ﬁ (1

Please evaluate the strength of ths separation of functiocns control based upon the
responses to the checklist above.

Extzamely &(1.?; Adl[q‘]llce to Strong

[]- (9] (1] (]

Sescion 2 Zhvsical and Iogi.el Sesupicy Qver Programs and Datca

YES NO
1. Do excessive logtcll. sccess violations cause users to bs disconnected vhich
then require supervisor ApPrOVAL £O TRCONNECE?...ccverrrossrorecrssrsrancrvasasass vf {1
2. Are security codas {or logical access to data controlled?...........cciveeuns () [(
3. 1Is the physical access to computar facilities restricted?...........c.iiennite (4 {1
4. Does the dats processing librarian keep a record of all data files used?...... [4 (1
5. Is thers a periodic inventory of program libraries and data files?..........., i {1
6. Is library control software used to control programs in source and object
2ode, and control test and production versions?...... T T T T NN cesresersenan [] [Vf

Pleasa evaluate the strength of the physical and logical security control-based upon the
responses to the chacklist above.

Extremely ‘{u]k Ad?q\]:a:a to Strong

{1 (1 (] (]

Pleass evaluate the overall strength of this cage based on the responses to all three
sections combined.

Extremely Yc?k Adtq\‘:a:a to Strong

1 t1 {1 {1
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CASE & COMPUTER CONTROL QUESTIONNAIRE
Please evaluate each section independent of your answer {n the other sections.
Section L. [Ihysical and Logical Secuxity Over Programs and Dasa

NO

1. Is there a periocdic inventory of program libraries and data files?............ ¢ (1

2. Does the data procassing lLibrarian keep a record of all dats files gund?... .ee [\ﬂ [1

. 3. Ars security codes for logical access to data controlled?..........ccocvenveen (1 [q(

4. Do excessive logical access violations cause users to be digconnected
vhich then require supervisor approval to reconnect?.......c.ceevevneevecocesesees [ ] [yf

S. Is library control softvare used to control programs in souzce and object
code, and control test and production versions?.......cc.ccceveee sesesens cecesrnees [ﬁ {1

6. Is the physical sccess to computer facilities restricted?........cceoveevveess [vlf (1

Please evaluate the strength of the physical and logical security control based upgon the
responses to the checklist abovs.

Extrenaly G[!o?k Adn[qv.]u:s to Strong

{ ] (1] (1] {]

sSsction 2: Separation of Fuacsions e X0
L. Is there a regular internal audit of the data processing department?.......... (j [l
2. Is there an adequate separation of og;:uoz:. programmers, and systems

snalysts’ duties vithin the data process depaZLHANE? .. .cvieenrononns crrsessens [.A {1
3. Does the user review master files changes?...........cieiavenvecsrsnccsnsoncns (vf (1
4. Is there a separate libzarian function vhose charge is custody of files,

programs, and documentation?.....viitccecrtecasnretssennsanens cesressssessersrenns (1 (\4
5. Is there a ssparate access control and sacurity function?.......cvceveveneeses [ ] [./f

6.° Does the data processing department have authority to initiate changes on
ths master zuurp"’ ....... y ....... g [ [vf

Pleaase evaluate the strength of the separation of functions control based upon the
responses to the checklist above.

Extremely Weak
(1] {] {) {1 (1

Section 3: Program Changes

Ad?mfue to Strong

YE NO
1. Are program changes revieved by the user?.........ciiviiiiniiiineennenn. veeenes {1
2. Are program changes approved before being Mmade?........c.ccvviiriiiinenrnnrecnnss [vlf 1
3. Are progranm changes tested before baing used?.........ccovteunnninnnnirnncenann, {1 [vf
4. Is a library control softvare package used to control source versions and
object programs?.............. cersesene Cetbersteesrserttnretrorrtescranbronsecanas [V‘f {1
5. Is the documentation of the maintenance of applicacions adequate?............. {1 {Jf
6. Are operations personnel authorized to make application program changes?...... ( | [vf

Please evaluates the strength of the program changes control based upon the responses to the
checklist above.

Ext: ly Weak Ad S
remely [e? (1 (1 (1 . ?q\lxa:a to Strong

Please avalusts the overall strength of this case based on the responses to all three
sections combined.

Extremely t{c?k Ad?q\.'m:e to Strong
}

€] (1] {1 t1
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CASE § COMPUTER CONTROL QUESTIONNAIRE

Please evaluats each section indepandent of your snsver tn the other ssctions.

Seceion 1: IRzogzam Changes YES N
1. Are progras changes tested before being used?..........coceevevencenccncnseses [ [J?
2. Are operations personnel authorized to aake spplication program changes?...... [ ] vl

- 3. Is a library contzol software package used to control source versions and
ODJECE PrOGTRMB? . cccvetsoeorscancsrossrosssesscsvsscssvssssoseasasssssssnossssovsse [\A [l

4. Are program changes approved bafors being made?.................. tereserrsrees [Vf [
5. Are program changes reviewed by the user?......cccvvvveccccrcrrrvsnnes cesevens [1 [Jf
§. Is the documantation of the maintenancs of applications adequate?............ . [vf |G
PFlease evaluats the strength of the program changes control based upon the responses to the
checklist above.
Extremsly ‘Ec}k t] (] ) (] Ad?q\]u:. to Strong
Section 2: Phvaical and Logical Securicy Qver Programs and Data %o
1. Aze security codes for logical access to dats controlled?...........ccceveveen [ (]
2. I3 the physical sccess to computer facilities proteszed?........cccveevccccnnes {1 [vf
3. Do excessive logical accass violations cause users to be disconnected which
. then require supe Or SPPEOVEL TO FECONNECE?. . .cecesvrrossssnscnses [vf [}
4. Does the dats processing librarian keep & record of all data files used?...... [ﬂ {1
) 5. Is there a periodic inventory of prograa libraries and daca files?............ [vf {1
6. Is library control softvars used to contzol programs in sourcs and object
code, and control test and production versions?.........coseeeee ssserssresnssesree [1] [A

Please evaluats the strength of the physical and logical security control based upon the
responses to the ch.cnilg abovae. L o8 4 ®

Extremely ‘lu’k Ad?qt]u:a to Strong

(] (1 (1] (1
Section 3: Separsiion of Funccions

YE:! NO
L. Doas the user reviav master files changes?....... cevesens sesersseresersseseess [ ]
2. Does the data processing department have authority tc initiate changes on
the DASTET FL1@87.ccecerosrnnonronsnnes Ceeteeseroncneencsnetaineashetstanseanienns wi 1
3. Is there a sepsrate librarisn function vhose charge is custody of files,
PrOGrams, and dOCUMENEACIONT e euvusonnrroreeenrocncrsossessccassonnensosasassossnns (1 (v
4. Is chers an adequate separation of operators, programmers, and systems /
analysts’ ducties vithin the data processing department?......c..covuiivnirrnsnnennnen Vi {1
5. Is chers a regular internal audit of the dats gzocassing deparsmant?.......... i (1}
6. Is there a ssparate s&ccess control and security funcecion?....... Cesesess [N i (1

Please evaluate the strength of the separation of functions control based upon the
responses to the checklist above.

Extramaly Weak Adequate to Strong
[] [ 1] (1 (1 ] {1

Please avaluate the overall strength of this case based on the responses to all three
sections combined.

Extremely ‘[lch 1 (1 (1 (] Aé?qtlxa:e to Strong
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CASE 6 COMPUTER CONTROL QUESTIONNAIRE
Please evalusce each section independent of your answer i{n gho other sections.
Seceion L: gevaraticn of Funccions

YES NO
1. Is there an ad te separation of TAtOTs, Programmers, snd systeas
analysts’ duties v;q:g:n ﬂup.uu processing dcpuezltng.. seesceee y ssevecscens [A [1

2. Does the data procsess department have authority to initiate changes
on the master tuu‘l.....’f‘.........................?’."................'........... [ﬂ L1

3. Doas the user reviev master files ChaNges?..c.ocvrevvesscocstvoscssrsssoscons [‘4 {1
4. Is thers a regular internal sudit of the data processing departmentc?..... [vf ()]
S. Is there a separats access control and security function?.......cccevnvennsess [ ] tvf

6. Is there a separats librarian function vhose charge {3 custody of files,
programs, and dOCUMENCACIONT . .cvoerrtocssrcscocssossorososnrsoesessosnessanssosses [ﬁ 1

Plesse evaluats the strength of the separation of functions control based upon the
responses to the chacklisc above.

Ex 1y Ysak Ad S
T Ll & L] L pijee o Seens

Saction 2: [Program Changes - -
1. Are prograa changes approved before beirig MAdE?. .. e.eiiiiiireiiinronniirianens [J? [‘]

2. Are operations personnel authorized to make application program changes?..... 0] [A’
3. Are program changes tested before boing used?.....cccivvieecccccrtrcccrannsnee [vﬂ (1
4. Are program changes zevieved by the ugar?.....coceiieiiinncncnioscsrnssrennnns [vﬂ [
5. Is the documentation of th: maintenance of spplications adequate?............. t1
6. Is a librasry control softvare package used to control source versions

and obJeCt PTOGTAMEY . ..ccvvecrtvonsoctccssrtoscsssncanasnne ceverserrene cesserenses [ ] [¢f

Please evaluats the strangth of the program changes control based upon the responses to the
checklist above.

Extzemely Veak . Adequate to Stron
] () [ (] () 1 ®
Segcion J: rPhvsical and logical Securicy Qver Programs and Data WS %
1. Doas the data processing librarian keep a recoxd of all data files used?...... (] [;/?
2. Is the physical access to computer facilities restricted?..... sesssceccnssnsnss [v‘f {1
3. Are security codes for logical access to data controlled?.........ocovevvnen. [./f {1
4. Is thers a periodic inventory of program libraries and daca files?............ i (1
$. 1Is library control software used to control in and object
code, and co:ztol test and production ve:sion:‘f.?f?gf'.?.. :ou“ ..... oj“ ...... [Jf {1

6. Do excessives loiical 3ccess violations cause users to be disconnected which
then require supervisor approval tO reconNect?.........cevoevevones resasacrrsnnnns [1 [/r

Please evaluate the strength of the physical and logical security control based upon the
responses to the checklist above.

Ex: ly Veak Ad
cremely [01 L (] [ (] t[lq\luta to Strong

Please evaluate the overall strength of this case based on the responses to all three
seccions combined.

Exte ly Veak d
emely [CT € (] (1 - A e[qulm:e to Strong
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CASE 7 COMPUTER CONTROL QUESTIONNAIRE °
Plasse evsluste each section indepandent of your answer in the other sections.

Section 1: rhysical and Logicel Security Over Programa and Data s
Een et Lo e e e Ryt Laers B0 be et A
PR oot A+ e I 10 T it b TR CIN Y S
3. Does ths dats processing librarian keep a record of sll data files used?...... [Jr [}
4. Is the physical access to computsr facilities restricted?........ccoveveeeeeee [ ] [v(
5. Is thers a perlodic inventory of program libraries and dats files?....ccc0... . [u‘ [
6. Are sscurity codes for logical access to dats controlled?.........oevevevenes .01 [vf

Pleass evaluate the strength of the physical and logical security control based upon the
responses to the chacklist sbove.

Extremely ?c’k Ad%qalmn to Strong

(1] (1] [] { ]
Saction 2. Progzaa Changes

1. Is a library control software packsge used to control source versions e Ko
and ObJeCt PrOGTAMBY...cccverrcrrttrarsescsrsossosartssrccrannne ersessesrarnerecses [vlf {1
2. Is the documentation of the maintenance of applicacions adequate?............. {1 [Jf
3. Are program changes approved before being made?.......cccvcvenerncennnnns TREEE [ /. {1
4. Are operations personnel suthorized to make application program changes?...... t1
S. Ars program changes revieved by the user?......c.ccvvvveceens sesssssnsrenrenens {1} (vf
6. Are program changes tested before being used?...... Checsnsnees esresrsrersanes [ﬁ (1

gk::;h::ntun.eho strength of the program changes control based upon the responses to the

Extremely ?o?k

Adequate to Strong
{1} {] {1 (1 (]
L of YES NO
1. Is there a separate librarian function vhosa charge {s custody of filles,
Programs, and dOCUBMREALIONT. .vevoe.oncscncnrnencovonsacnensos ceeeneeines SN i 1]
2. Is there a separate access control and ‘security function?.......... e {1 [v(
3. Is there an adequate saparation of operators, programmers, and systems
snalysts’ duties within the dsta procassing department?.........cecevevvnnrcncnnnn, [{f {1}
4. Doag the data processing department have authority to initiate changes on
EhE BESTEE £11087. . cevserernennsornsessnnnsnsneessnsessosonsnses TSSO (1 A
5. Is there a reaguiar Lnurnll.' audit of the data processing departmentc?.......... {1 M’
6. Does the uger reviev master files changes?...........coetiviiieninnrnnnrnnnnnns [Jf {1
Please evaluate the strength of the separation of functions control based upon the
responses to the checklist above.
Extremely Weak Adequace to Strong
{1 (1 [ (1] {1 (]

Please evaluate the overall scrength of this case based on the responses to all three
sections combined.

Extremely ‘[h?k t1 : t] [ 0 Ad?qtlxa:e to Strong
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COMPUTER CONTROL RANKS AND WEIGHTING ’

In the first colusn, please rank the controls {n each section using the numbers 1-§
vhere "1" {3 most important and "6" {s least important.

In the second column, for sach section plesse allocate 100 points among the six
controls to indicate your pa:eofud veighting of the {mportancs of each.control.

Sepazacion of Functions

1. 1Is thers adcgun separation of operators, programmers, and
systeas analysts’ duties vithin the data processing deparcmenc?
2. Is there s regular {ncernal audit of the. data processing
departmenc?
3. Does the data processing dnglztune have suthority to
iniciate changes on the master Zilas?
4. Does the user reviav master file changes?
5. 1Is thers s saparate access control and security function?
6. Is there a separate librarian function vhose charge {s
custody of files, prograas, and documentation?
Ezogzan Change Controls
Rank Poings
1. Are prograa changes approved before being made? )
2. Are progrsa changes revieved by the user?
3. The operations personnel are not suthorized to make
applicacion program changes.
4. Are progrsa changes tested befors being used?
5. Is the documentation of the maintenancs of applications adequate?
6. Is a library control softvares psckage used to control
source program versions and object programs?
Security Qver Proeryms and Data .
. Rank foints

L. Does the data processing lLibrarian keep a record of all
data files used?

2, 1Is thers a periodic inventory of program libraries and
data files?

3. 1Is the physical access to computer facilities protected?

4. Are seacurity codes for logical access to data controlled?

5. Is library control software used to contzol programs in
soutia ax;d oﬁect code, and concrol test versions and production
versions

6. Do logical access violations cause users to he disconnecred
which then require supervisor approval to reconnect?
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Please use this page for any comments you say have.
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Appendix B

UNIVERSITY OFCENTRAL FLORIDA

SCHOOL OF ACCOUNTING COLLEGE OF BUSINESS ADMINISTRATION
D T S ——————————
ORLANDO, FLORIDA 32816-0091 (308) 278-2463

Ve aie currenily counducting resesarch that investigates the degree of agreement
smong EDP suditors. We ars asking permission to use eeveral of yocur EDP
suditors (or computer audit specialists) to asmsver & quastiomnaire vhich
should take less than one hour to complets. Our intent is to sesk EDP audicor
participation from all of the Big Eight firms,

Specifically, ve vould like to have sbout ten EDP suditors or spacialists from .

your firm individually complete our questicnnaire. All results will be
snonymous, aud neither the individual nor the firm vill be idencified.

Ve would like to mail tea questiomasires for you to forward to these indivi-
dusls. 1f you vill help us in this vay, please sign and return the attached

2237 o8 this letter. If thare {s dccecne eise to vhom we should send this
aaterial, plesse indicata this.

Your participation in chis study is very {mportant aund wvill be greatly
appreciated.

Thank you very much.
Sincerely,

Gary L. Holstrum Raymond Landzy Jr.
Professor Assistant Professor

(Signed)
Cosments:

af ine f of S ot A

STATE UNIVERSITY SYSTEM QOF FLORIOA AN EQUAL OPPORTUNITY AFFIRMATIVE ACTION EMPLOYER

.
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UNIVERSITY OF CENTRAL FLORIDA

SCHOOL OF ACCOUNTING COLLEGE OF QUSINESS ADMINISTRATION
i ORLANDO, FLORIDA 328180991 (308) 276-2871

accommme October 20, 1986
ASVRORY 0ARD

/W Canlt .

a—o:

Nonte © Gt Dear Sir:

Ootuwn Momung & Co.

Gl 5. Shter The EDP Auditor's Association {s supporting research that

Arfnrmmemtmsns 1o part of my doctorsl dissertacion <nd {s intended to be
Gt b o halpful to EDP awditore. Thie cesssrch exsmines the extent of

R agreement smong different types of EDP auditors. You have been
Comen. homones anenes g@lected to participate in this sctudy as & aember of the
4000 0. Merenen association. The results of this study will be published in a
oMo et 8Cs future issue of The EDP Auditor's Journal.

Coratne & 00 — v mmaToln SUIDRS

Canpors & Lonrons

So & Mt 1f you are villing to participsce, & questionnaire will be
Lmet & Wienney nailed to you. The questionnaire should take less than ome
Coret & deviom hour to complets, sud your answers will be held {n the
s renas strictest coanfidence. .

Chrs R. Nervane

Suntomas Please indicate your villingness to take part in this
ot J G'Momey study by signing your nama on the enclosed copy of this letter
Pres Wesernase and vriting the address vhere vou vould like to receive the
e reecs  questisnnaira.

Oumet L. Sweonsy

Svamass Cansutont Thank you very much.

Weibem A. Tollont

Ooteste iastene & Sote Sincerely,

Thames & Vhisgn &

Lovaisne fleby & Company

Norry 8. Ansareen

A Raymond Landry Jr.
“ Assistant Professor
Posw B Grevsen
Facuie Resresatarve
“ertatine (Signed)
37N Annudl Meating
S L
Smeron Atmurtiia Address:
Aesacinon
Ao 38 27 1008
ofthe f of S of A
STATE UNIVERSITY SYSTEM OF FLORIDA AN EQUAL OPPORTUNITY. AFFIRMATIVE ACTION EMPLOYER
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UNIVERSITY OF CENTRAL FLORIDA

$CHOOL OF ACCOUNTING COLLEGE OF BUSINESS ADMINISTRATION
QRLANDQ, FLORIOA 32816-0091 (308) 278-24683

Thank you very much for essisting us and taking part in this study. Your
participation vas very importanc.

As soon as ve have processed and analyzed the data, ve vill send you a copy
of the final resules.

Thanks again for your help vith this study.

Sincerely,
Gary L. Holstrua Raymond Landry Jr.
Professor Assistant Professor
Member of ine Federatior: of Zchnols of Accountars.
STATE UNIVERSITY SYSTEM OF FLORIDA AN EQUAL OPPORTUNITY AFS-IMATIVE ACTION EMPLOYER
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Appendix C

RESPONSE DISTRIBUTION TO CASES
EXTERNAL AUDITORS

* n.1 - n.3 are the three computer areas within

each case, namely, separation of functions, program
code change controls, and logical and physical
security access controls. n.4 is the overall
control evaluation.

I
|
| Extremely Adequate
| Weak , - to Strong
| CASE 1 2 3 4 s 6
|
[ 1.1* 1 3 6 13 9 1
| 1.2 5 8 8 7 4 1
| 1.3 1l 7 7 7 10 1
| 1.4 2 6 10 10 5 0
|
| 2.1 0 5 3 11 13 1
| 2.2 1l 3 13 10 5 1l
| 2.3 2 3 8 8 11 1
| 2.4 1l 2 9 15 6 0
[
| 3.1 1 5 7 6 11 3
| 3.2 1l 1 5 10 11 5
| 3.3 4 13 11 3 2 0
| 3.4 2 6 12 10 2 1l
|
| 4.1 2 14 7 9 1 0
| 4.2 1 3 6 12 10 1
| 4.3 5 11 9 7 1l 0
| 4.4 3 7 13 8 2 0
|

-1 Bl 8 12 6 ) 1l 0
| 5.2 1l S 10 10 6 1l
| 5.3 1 0 5 7 17 3
| 5.4 2 6 12 11 2 0
I
| 6.1 1l 2 6 8 12 4
| 6.2 0 3 10 11 7 2
| 6.3 0 0 7 13 12 1
| 6.4 0 1 7 14 11 0
I
| 7.1 4 12 6 6 4 1
| 7.2 2 5 9 11 5 1
| 7.2 1 2 5 14 9 2
| 7.4 3 2 12 10 5 1
|
I
I
l
|
I
I
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Appendix D

INTERNAL AUDITORS

RESPONSE DISTRIBUTION TO CASES

*

n.l - n.3 are the three computer areas within
each case, namely, separation of functions, progranm
code change controls, and logical and physical
security access controls.
centrol evaluation.

n.4 is the overall

|

|

| Extremely Adequate
| Weak c to Strong
| CASE 1 2 3 4 5 6
| - - D D a» o

| 1.1* 4 5 8 17 16 2
| 1.2 12 17 14 7 1 1
| 1.3 ] 10 11 13 12 1
| 1.4 4 13 15 19 1l 0
I

| 2.1 5 9 16 11 9 2
| 2.2 4 9 9 20 8 2
| 2.3 5 S5 11 18 12 1
| 2.4 6 6 15 18 6 1
|

| 3.1 4 6 10 17 12 3
| 3.2 2 10 10 12 13 5
| 3.3 13 13 15- 8 3 0
| 3.4 7 12 14 15 4 0
|

| 4.1 7 13 18 10 3 1
| 4.2 0 7 8 21 14 2
| 4.3 13 10 13 10 5 1
| 4.4 7 12 18 12 3 0
|

| 5.1 13 15 10 10 4 0
| 5.2 9 13 16 11 3 0
| 5.3 4 9 -9 17 12 1
| 5.4 10 10 18 13 1 0
|

| 6.1 2 8 13 13 13 3
| 6.2 2 9 11 14 13 3
| 6.3 0 6 5 23 14 4
| 6.4 1 6 14 17 13 1
|

| 7.1 11 11 21 8 0 1
| 7.2 3 9 11 19 8 2
| 7.3 2 6 9 19 10 6
| 7.4 4 12 17 15 3 1
|

|

|

I

l

l

|
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Appendix E

DISTRIBUTION OF RANKS BY AUDITORS TO CONTROL QUESTIONS
SEPARATION OF FUNCTIONS

1. 1Is there an adequate separation of opérators,
programmers, and systems analysts' duties within the data
processing department?

1 2 3 4 -1 [}
external auditors..... 15 9 7 1 1 0
internal auditors..... 30 9 5 4 4 0
2. Is there a regular internal audit of the data
processing department?
. i 2 3 4 -3 [}
external auditors..... 0 2 1l 6 8 16
internal auditors..... 1 4 6 9 8 24

3. Does the data processing department have authority to
initiate changes on the master files?

. i 2 3 4 -1 s
external auditors..... 6 9 4 7 5 2
internal auditors..... 6 14 11 7 6 8
4. Does the user review master file changes?

i 1 2 3 4 S [}
external auditors..... 8 5 9 -] 3 3
internal auditors..... 13 12 11 8 2 6
5. Is there a separate access control and security
function?

1 2 3 4 s [}
external auditors..... 4 5 8 6 6 4
internal auditors..... 1 7 11 9 17 7

6. Is there a separate librarian function whose charge
is custody of files, programs, and documentation?

1 2 3 4 S ]
external auditors..... O 3 4 8 10 8
internal auditors..... 1 7 8 14 15 7

|
I
I
I
I
|
I
|
I
|
I
I
I
|
I
|
I
[
l
i
|
|
I
I
I
I
I
I
|
|
I
I
I
I
I
I
I
I
I
I
|
I
I
I
I
I
|
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Appendix F

DISTRIBUTION OF RANKS BY AUDITORS TO CONTROL QUESTIONS
PROGRAM CODES CHANGES

1. Are program changes approved before being made?

6. Is a library control software package used to control
source versions and object programs?

|

|

I

|

I

|

| i 2 3 4 3 ]
| external auditors..... 5 12 11 2 1 1
| internal auditors..... 14 14 12 8 2 2
I

| 2. Are program changes reviewed by the user?

I .

| i 2 3 4 2 s
| external auditors..... 1 6 8 7 9 2
| internal auditors..... 5 3 9 18 11 6
|

| 3. Are operations personnel authorized to make

| application program changes?

I

| , 1 2 3 4 5 [
| external auditors..... 10 3 5 8 5 2
| internal auditors..... 11 8 10 10 7 6
|

| 4. Are program changes tested berore being used?

|

| X 1 2 3 4 2 s
| external auditors..... 12 11 3 7 0 0
| internal auditors..... 7 22 16 3 4 0
|

| 5. 1Is the documentation of the maintenance of

| applications adequate?

I

l 1 2 3 4 3 é
| external auditors..... O 1 3 0 5 24
| internal auditors..... 2 0 6 15 25
|

|

i

|

I

|

|

|

1 2 3 4 5 é

external auditors..... 5 0 3 9 13 3

internal auditors..... 13 0 5 8 14 12
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Appendix G

DISTRIBUTION OF RANKS BY AUDITORS TO CONTROL QUESTIONS |
LOGICAL AND PHYSICAL SECURITY ACCESS CONTROLS

3

1. Does the data processing librarian keep a record of
all data files used?

. 1 A 3 4 -1 s
external auditors..... 0 0 0 8 13 12
internal auditors..... 2 3 7 8 17 15

2. Is there a periodic inventory of program libraries
and data files?

) i 2 3 4 -1 [}
external auditors..... 0 0 2 2 14 15
internal auditors..... 0 2 4 9 19 18
3. Is the physical access to computer facilities
restricted?
1 2 3 4 %
internal auditors..... 19 10 8 8 3
4. Are security ccdes for logical access to data
controlled?
Lt i 2 3 4 -] [}
external auditors..... 26 5 2 0 0 0
internal auditors..... 20 23 2 6 0 1

5. Is library control software used to control programs
in source and object code, and control test and
production versions?

1 2 3 4 5 8
external auditors..... 3 19 7 4 0 0
intsrnal auditors..... 9 9 16 10 3 5

-~

8. Do excessive logical access violations cause users to

[

|

|

|

|

I

I

I

|

I

|

I

I

l

I

I

I

|

|

I

I

I s
| external auditors..... 2 2 6 12 5
| 4
I

I

I

I

I

I

I

|

I

|

I

I

I

I

|

|

|

| be disconnected which then require supervisor approval to
I
I
I
I
|
I

reconnect?
1 2 3 4 s (]
external auditors..... 2 7 16 7 1 0
internal auditors..... 2 5 14 11 9 11
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Appendix H

AVERAGE WEIGHTING OF CONTROL QUESTIONS
SEPARATION OF FUNCTIONS
L

[8

External Internal
Auditor Auditor

1. Is there an adequate separation

of operators, programmers, and

systems analysts' duties within the

data processing department?.....cceeee.. 26.94 24.26

2. Is there a regular internal audit
of the data processing department?...... 9.76 12.08

3. Does the data processing department
have authority to initiate changes on
the master files?....l....l.'..l'l!.l.l. 17'18 16l86

4. Does the user review master file
changes?......ll..'.l....'l.ll...l...... 18.91 21.96

S. Is there a separate access control
and security function?....cccccceese0es. 16.39 12.88

6. Is there a separate librarian
function whose charge is custody of
files, programs, and documentation?..... 10.82 12.24

e e s e, A — — —— — — — ——— — — — — — ———— —— ————— — — —
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Appendix I

AVERAGE WEIGHTING OF CONTROL QUESTIONS
PROGRAM CODE ‘CHANGES

External Internal
Auditor Auditor

1. Are program changes approved
before being made?..ccecsecececsccscsces 19.18 19.76

2. Are program changes reviewed by
the user?.......l.l.....'.....-........‘ 15.42 15.96

3. Are operations personnel authorized
to make application program changes?.... 18.94 17.14

4. Are program changes tested before

being used?......!.l.l..'.....l..-l.'... 22.00 20.94
5. Is the documentation of the

maintenance of applications adequate?... 9.15 11.22
6. Is a library control software

package used to control source versions

and ohject programs?....cceccecveecasese 15.15 14.98

— —— — — ——— —— G — W S S— — — — ST— — ——— — ——— S ———
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Appendix J

AVERAGE WEIGHTING OF CONTROL QUESTIONS
PHYSICAL AND LOGICAL SECURITY FCCESS

4

External Internal
Auditor Auditor

1. Does the data processing librarian
keep a record of all data files used?... 7.67 10.80

2. Is there a periodic inventory of
program libraries and data files?....... 7.79 8.86

3. Is the physical access to computer
facilities restricted?....ccccecevceecs. 14.18 21.28

4. Are security codes for logical
access to data controlled?.cceevecccceces 30.27 27.34

5. Is library control software used

to control programs in source and.

object code, and control test and

production versions?...cccceeceecacccsss 21.58 18.72

6. Do excessive logical access

violations cause users to be

disccnnected which then require

supervisor approval to reconnect?....... 18.36 13.66
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Appendix K

FACTOR LOADINGS ) -

Separation of

of Functions Factor 1 Factor 2 Factor 3 Factor 4
Case 1 -,03283 .09394 .06770 «11243
Case 2 «43992 «.21824 .35192 -.07624
Case 3 .82260 - +14016 -,02436 «17687
Case 4 .03058 .00752 « 39496 .18614
Case 5 .71908 22770 -.13116 «32789
Case 6 .52845 .21555 -.07005 «29345
Case 7 .07140 .07654 . 09896 .18707

Physical and
Logical Security

Case 1 .18983 .80289 .04379 .04013
Case 2 »14131 .29837 .06585 36446
Case 3 .31814 .56678 .28605 .49257
Case 4 «23777 .46163 .49875 .16820
Case 5 .43331 .33214 =-.00476 .60664

6 -.02312 .01344 37934 .585900
Case 7 +30693 «76485 .07353 124283

Program Change

Controls
Case 1 .74333 .22025 .21356 .09800
Case 2 .31806 .13643 .50850 .01299
Case 3 .72082 .16327 .37611 .1885%
Case 4 .07806 .15826 .68099 .24141
Case 5 .01770 -.05982 .73586 .29411
Case 6 .23630 -.00344 .16333 .76743
Case 7 . 25475 .16045 .42443 ~-.18172

Overall Evaluation

|
|
|
|
I
|
|
I
|
|
|
|
|
!
I
|
|
|
{
|
|
| Case
|
|
I
|
|
|
I
|
|
|
|
|
|
|
l
[
|
|
|
|
[
|
|
I

Case 1 41462 65523 .21728 .01839
Case 2 .22993 .25245 .41396 .18736
Case 3 .66316 +45913 .25783 .27084
Case 4 17226 .38060 74678 21167
Case 5 .46040 .27952 .29000 .54887
Case 6 .26905 .15074 .26137 .75174
Case 7 .23780 .54938 27494 - .01111
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Appendix L

VARIANCE OF MODEL ACCOUNTED FOR BY FACIORS

Total

|

I

|

| Factor Variance Variance
I - e ED D W .

| 1 41.07% 41.07%

I 2 8.81% 49.88%
[ 3 6.56% 56.44%
1 4 5.78% 62.22%
|
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ABSTRACT

Within a computerized environment, traditional audit
goals must be maintained. However, how these controls are
implemented and evaluated is different than in a manual
accounting system. To evaluate these computer controls
requires a new type of auditor - a computer audit specialist
(external) and EDP auditor (internal). 1In such a crucial
area as computer controls, agreement between (consensus) and
among (consistency) these auditors concerning computer
controls is necessary to ensure the quality of the audit.

The evaluation of computer controls is subject to the
judgment of the auditor. This study examined whether
differences in consensus between external and internal
auditors existed in the evaluation of computer contreols.
Auditors were asked to evaluate computer controls in three
areas =-separation of functions controls, program code change
controls, and logical and physical security access controls.

The results of this study showed that neither group of
auditors were more consistent in their judgments than the
other group. However, the group of external auditors had
greater consensus among themselves than the group of internal
auditors.

Several variables were examined as possible explanatory
factors that would account for the particular level of
consensus within each of the auditor groups. For external
auditors, differences in the level of consensus were
explained by the auditor's management level. .In addition,
consensus level differences among external auditors were also
attributed to the particular Big Eight firm to which an
auditor belonged. For internal auditors, differences in
consensus levels within the internal auditor group could not
be attributed to experience, education background or
management level.

Auditors were also asked to rank and weight the control
questlcns within the questionnaire. Significant differences
netween external and internal auditors were found primarily
in the logical and physical access control questions.

Previous studies have found higher consistency and
consensus levels than this study. The nature of the task
(evaluation of computer controls versus evaluation of a
payroll or accounts receivable subsystem), may account for
the lower consistency and consensus levels.
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In conclusion, this study found that some differences
exist between external and internal auditors in the
evaluation of computer controls. In light of the "single
audit" concept and increased reliance on the work of internal
auditors, agreement among these auditors is important to
ensure the quality of future EDP auditing.
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